0 6 ( ) Vol 42 No. 6
2003 11 ACTA  SCIENTIARUM NATURALIUM UNIVERSITATIS SUNYATSENI Nov. 2003
VATANT.N =) rur*/_\
RX] 28 ik vt T T ) S A
PR, L ITHK
(Lf B A ©F TAZ, & 200030)
SYN
. TP393 . A . 0529-6579 (2003) 06-0031-04
s TCP S 5
. [1] 90%
(DOS) TCP DOS ., SYNlood, SYN
s DARPA
DOS
’ 1
(1 .
. DOS ,
. DOS .
(2) .
SYN Flooding SYN Scan TCP 3
1.1
SYN Flooding s s s
SYN cache'? , SYN cookies[3l, SYN Defender'” s ,
SYN proxying[s] , SYNkill'” . , ) )
2 2 TCP 2
s « SYN +looding TCP s
[7
SYN 140005 SYN TCP SYN ,
TCP " SYN 5
TCP 1999  DARPA
9 1999
. 2003 07— 11
“ 863 (2001AA 1402 14); (5143040301JW0301)

(1971

; Email:  srs—zh (@263, net



32 ) o)
. X 1 G =M+ (1— Nz (4)
SYN N A L, oz (1
2 _ )\) }\/4,0 ( ]*)t’ —> O )D ,
° Li:
2 4 L= (1—y > X=X (5)
i =K
Q? 21 D) K LK? K?
0 1 . T . . y 2 LK 2
0 400 800 1200 1600 2000
N
I S\ 1 Z,>3J17\)Z;>\Zm
Fig 1 SYN sequence
fz) =95 0 lz K3 r\ﬁll Elzu
" -
2 4] —1 Zt<3Jl—?\)Z>\zm
-
;:f 2 N Zt
0 E UCL, f (Z’) 1’
0 400 800 1200 1600 2000 ’ = ’
N f(z) —1,
2 SYN ; zi
Fg 2 SYN sequence after differencing 7 (z) 0
X ,
Zt,
(1—B)x, =z, t> 1,z ~n(0, §) (1)
9 B P Zt ~
o , . (UCL ICL) 1.2
UCL: = 30, LCL: =— 30, (2) , SYN SYNACK
, SYN, SYNACK TCP SYN  SYNACK
, Vi SYNACK
(EWMA) o, o ) , Xt
, Vio 3 DARPA1999
SYN SYNACK
[ 1— >\) Z >\ZF1 (3) SYN SYNACK
, A (0 A0 , ] v |
[ — (7
s €0—0.
EWMA ) )

& o &



33

6
6 1
4 4 t0+i
" 2 ‘ E ‘Xz Yt ‘ t0+i t0+i
5 | [ W =1
Lo R I EL 28
D? = t() = t()
-2 L Xt
4 ——SWN T
—— SYN_ACK i 0< i< N,
-6 3 I L A R — . Y t +i
0 400 800 1200 1600 2000 0
N > lu—y, |
3 SYN SYNACK filye,x) = —— (10)
Fig 3 the symmety of SYNs and SYNACKs B]og[ x,]
= t()
2 2 i =
’ 0, (9  (10)
2 2 2
’ DARPA1999 o
to SYN  SYNACK
In , . o o , Syn
,— B (x) o [0,0.3] (8)
Xt 6 S,
. B . : 2447, : 30 s. ,
e 0.3, B<0.3x / .
n(x), B=03ak (a). « . DARPA \
98% Xr 98% X [0, 3] ° a=3,
(0. q . B ~0.81. :
. , A=0. 85, L=0.001.
‘ ¢ | ‘xt—yt ‘ (5) k=42,
fynx)=——= Bln(x) =1 (9 DARPA 1999
, . 4
4 (a)  SYN
, . UCL  LCL
, (b)  SYN  SYNACK
X to s N 1
60 3 (b)
40
5 UCL &
= SYN-D =0 SYN
LCL SYN-ACK
-40 : , I
0 400 800 1200
N
4 DARPA 5 1
Fig 4 'The first day of DARPA evaluation date
(a) SYND ; (b) SYN  SYNACK



34 ( ) 4

K1 AW LR

Fg 1 the detection results

Apache2 Mon Apr 05 10; 29: 51 1999 Mon Apr 05 10: 30: 51 1999
2 Apache2 Mon Apr 05 14: 05: 45 1999 Mon Apr 05 14; 06: 15 1999
3 neptune Mon Apr 05 18: 04: 26 1999 Mon Apr 05 18: 10. 26 1999

, , 1999 4 5 10:

29. 51. 199 4 5 14. 05. 45,

Apache2 ; 1999 4 5 18: 04. 26, [ 11 MOORE D, VOEIKER G, SAVAGE S. Inferring intemet
denial of service activity / Proceedings of USENIX Security
Symposiun 2001 ( Best Paper Award) [ C] . Washington DC:
USENIX, 2001. 9—22.

[ LEMON J. Resisting SYN flooding DoS attacks with a SYN
cache // Proceedings of USENIX BSDCon2002[ C] . San

° ’ Francisco CA: USENIX, 2002: 89— 97.
1999 4 5 9. 43: 11 o [3 BERNSIEIN D J. SYN cookie§ EBOL] . http: /lcx yp. to/
4 min, syncookies. himl.

SYN R 10 s , [4  Check Point Software Technologies Lid. SynDefender[ EB/

neptune o Apache2[ s apache web

Netpune[ s SYN ,

o . , OL] . http: [ heww. check point. mm/pr(ﬂucls/pmlecl/ﬁ[ewa]l
— 1. html
[5  Netscreen Technologies Lid. Firewall appliance[ EB/bL] s
hitp: [ hvww. netscreen. com/.
[ SCHUBA CL KRSULIV, KUHN M G, et al. Analysis of a
denial of sewice attack on TCP // Proceedings of IEEE
3 Symposiun on Security and Privacy| C]. Los Alamitos CA:
[EEE Computer Society Press, 1997. 208— 223.
) [7] DARMOHRAY T, OLIVER R, Hot spares for DoS attacks
. : @ [ M] . Login, 2000.
; @ [§  Lincoln Laboratory, Massachusetts Institute of Technology.
; ) ; DARPA Intrusion Detection Evaluation| EB/OL] . htip: Il
@ www. Il mit. edu/IST /ideval/index. himl.
[9] STEVENS R W. TCP/IP Mlustrated Volume: The Protocols
[M]. New York: Addison Wesley, 1994.

Anomaly Detection of Network Flooding Attacks

SHAN Rong sheng, LI Jian hua, WANG Ming zheng
( Department of Electronic Engineering, Shanghai Jiaotong University, Shanghai 200030, China)

Abstract: A novel mechanism for detecting flooding attacks is proposed. SYN ¥looding, as an instance of flooding -
attack, is used to illustrate the theory of intensity anomaly and symmetty anomaly detections. Experiment shows that the
mechanism has high detection accuracy and low detection latency.
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