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Steganalysis
—Principle, Actuality and Prospect

LIANG Xiao ping, HE Jun i, LI Jian gian, HUANG Ji wu
(Department of Electronics and Communication Engineering, Sun Yat sen University, Guangzhou 510275, China)

Abstract: Information hiding has become the forefront of information security and multimedia image processing.

Steganography and steganalysis are important research content of information hiding. Steganalysis principle, gives four

estimated values for steganalysis method and general prototype system of image steganalysis based on types of steganalysis

from the view of warden are introduced. Methods of steganalysis mesearch home and abroad are divided into two types,

special and universal steganalysis. Research actuality of either type is presented and representative methods of either type

are evaluated. Three main problems existed in steganalysis are discussed, future direction in steganalysis development is

pointed out, and prospect of steganalysis is expected .
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