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Fig 1 The structure of the security log anonymous management system based on the SN parallel structure
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Fig 2 The transmission process of the log
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Network Forensics Log Anonymous Security Management
Based on the SN Parallel Structure

DAl Jiang shan, XIAO Jun mo
(Institute of Communications Engineering, PLA University of Sciences and Technology, Nanjing 210007, China)

Abstract: lLogs are the important evidence sources in the network forensics, but their storage mode and format make
them lack of protection of evidence ability and effective forensics analysis. A kind of security log anonymous management
system based on the SN ('shared nothing) parallel structure is proposed and designed. The log agents and management
gateway collect and forward the log records to the multi storage nodes. The log records are respectively dispersed into n
shares by the information dispersal arithmetic in the node, and the node stores the corresponding share and the hash
values of all shares. The management gateway can reconstruct the log records through log information in m( m < n)
random nodes and validate the integrity of the log records through the hash values of all shares.
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