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A Universal Blind Steganalysis
Based on Principal Component Analysis and RBF Network

CHEN Dan, ZHANG Jian hong, WANG Yu min
(State Key Laboratory on ISN, Xian University of Electronical Technology, Xian 710071, China)

Abstract: On the basis of the limitation of Farid s universal blind steganalysis that image features for the classification
are too many and have rrelations, a new universal blind steganalysis scheme is presented. Decorrelation preprocessing
using principal component amalysis on the image statistics features and steganalysis classifier using RBF newoik are
poposed. The scheme not only reduces the dimension of the feature vector enormously so that the speed of steganalysis
detection is increased, but also the perfomance of the detection is impoved as well. Applying this scheme and Farid s
scheme to detecting the stego images produced by JSteg, EZStego, and S “Tools respectively, the comparison of these
simulation results shows that this scheme is quite efficient for different size of messages embedded.
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Steganalysis Based on Contamination Data Analysis

GUAN Wei"’, ZHANG Wei mingl’z,LIU Wen fen1
(1. Institute of Information Engineering, Information Engineering University, Zhengzhou 450002, China;
2. State Key Laboratory of Information Security,
Graduate School of the Chinese Academy Sciences, Beijing 100039, China)

Abstract: Steganalysis is the important branch of information hiding, a large number of steganographic programs use the
least significant bit (LSB) embedding as the method of choice for message hiding in color images, and grayscale images.
In this paper, based on contaminated data analysis, a new stegamalytic technique capable of a reliable detection of spatial
LSB steganography is proposed. And this method can not only fast and reliably detect the existence of hiden message
embedded in images, but also accurately estimate the amount of hiden message embedded by sequentially or randomly
scattered algorithm.
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