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i Embed (W, WM, Kpy) =W
Detect (W', W, WM, Ky.) =TRUE
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Detect (W', WM, Kn.) =TRUE
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PKI Compare (WI,, Wi) =WM
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Detect (W2', W2, K, WM) =TRUE
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W WM,
W!/ K/’
Construct (W) = (WM, W’, K
W' WM,
Detect (W', W', K', WM') =TRUE
wM '
W K WM.
W. K.
(timestamps) . 3 ,
[6
1.4
Craver —
\4 WM.,
Wl
Embed (W, WMi, K) =W
WM,,
W, W
W/ W// ,
WM, W
W/
, WM:,
W// W//
Exact (Embed (W, WMi, K), WM:) =W

WM, WM, ,

Exact (Embed (W', WM,, K), WM,) =W

B

B
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. Craver’ Katzenbeisser
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B ( buyer) .

CH ( copyright

holder) . CcC
(copyright center) PKI. CH
. B CH . CC
CH B 3 ,CC CH B
PKI
1
WRBUBT 1 CH FEAL s CC
%% B TE T
PKI
1 PKI
Fg 1 Digital copyright protection security model based on PKI
2.1
W. (Work) ; W'
; DDy ;WM. WM
H K: / H Cert:
( certificate) ; CH: ( copyright
holder) ; IDau ; ;s M.
(copyright message) ; (SK, PK): ,
SK , PK 3 Sig(m, SK) = my,:
SK ) Mig 5 Ver (maigv
m, PK) = {TRUE, FAISE}:. PK
m Mg , {TRUE, FAISE };
B: ( buyer); 1Ds:

(buyer1D) ; CC:

2.2
221 EPBHK
CH—PKI.
PKI—>CH:
SK, PK>,
D).
B—PKI;
PKI—>B:
X. 509

(copyright eenter) ; PKI:

Cert;
Cert, CH

Cert;
Cert, B

B

CH

CH IDan (

Dy ( D);
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2.2.2  KEP # N M
Adelsbach « o

CH: GenKey () —K;

CH: Sig (IDey+IDy+M+W, SK) =M ;

CH—>CC: W, WM=M% + IDm+1Ds, K;

CC: Ver ((IDait IDs+M+W) s,

Dai+1De+M+W, PK) = {(TRUE, FAISE};

CC: W'=FEmbed (W, WM, K);
CC—CH; W';
CH , cC

W. Da  IDs , Mée.

CH PKI

W Mg

IDg IDg

2

Fig 2 'The construction of watemmarking
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w ., B CH
W' :
CH—>B: CH Cert;
B>PKI: CH Cert;
PKI—>B: {TRUE, FAISE};
if TRUE
B—>CC: W', IDu;
CC—CH: W. WM K;
CH—>CC: W. WM  K;

. CC

CH

CC: , {TRUE, FAISE};

if, ( TRUE

TRUF,

B"CH; IDB;
(H—>CC: W. WM. D&  IDy;
CC: W =Embed (W, WM, K);

CC>CH: W';

CH—>B. W';

B: 5

else

B: CH Cert , )

224 KEpERIEALA]

B

(H>CC: W. WM K;

cC

Detect( W', W, K, WM)={TRUE, FAISE};
if TRUE

CC—PKI: IDcu;

PKI>CC: PK;

CC: Ver ((Dai+IDs+M~+W) .,
IDai+1Ds+M+W, PK) = {TRUE, FAISE};
if TRUE

IDcu ;
else
IDcu 3
else
CH ,
CH (IDc + IDs +M+W) s
FALSE, CH

Kerckhoff s

Wi
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W, , : , . .
) / K; G FS
@ Wi, Wi ; , s
©) W, ;
@ Wi 4
WM:i=Sig (IDa+M+W, SK) —+IDai;
©® W, ’
W,'=Embed (W;, WM, K); ) ’
o W , PKI

W, = Embed (W,, WM,, K).
Ver ((IDai+IDp+M—+
W2, K)s, IDa+IDs+M-+W2, PK) =TRUE
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Digital Copyright Protection Security Schemes Against Protocol Attacks

LIU Li gang, CHEN Xiao su, HU Lei
( Department of Computer Science and Technology,
Huazhong University of Science and Technology, Wuhan 430074, China)

Abstract: The attacks on digital watermarking increasingly become serious, with the application of digital watermaiking
on digital copyright protection. The attacks focus on the robusiness of watermaiking algorithm early, but in the recent
year, the attacks focus on the protocol about the process of digital copyright protection. Through the description,
definition and analysis on the protocol attacks, digital signature is applied to digital copyright protection schemes. A
digital copyright protection security scheme based on PKI is presented with the analysis of security.

Key words: digital copyright pwotection; digital watermaiking; protocol attacks; digital signature; public key
infrastructure ( PKI)



