43 2 ( ) Vol 43 Suppl (2)
2004 11 ACTA SCIENTIARUM NATURALIUM UNIVERSITATIS SUNYATSENI Nov. 2004

T A AN IR 4 PRI R

P, B EE
(P BAE R AT EE 2AERR A ERE, 4T 100080)

. 0436 A . 05296579 (2004) S2-0109-04
) | | ( ommutative clyptosyslem)
, ’ . , [10]
, Memon  Wong
’ 1
N | / ,

Pfitmann ~ Waidner'"

[279]

’ y1:(1+otw¢)x, l:1, ,N (1)

inXi+0Wi i=1, -, N (2)
X = e X
q i Memon Wor},g [7 {xlv X2, ) N} D)
Y={Y1, Y2, -, Yn} W
( ) s :{le Vsz R WN} ,
. Ju (G, ™)
o . Choi [9] E ‘G—~R, E(x) E(y). x,y €
* . 2004— 09— 11
973 (G1999035802) ; (60025205) ;
(190304007)

(,1969 ). 5 ; .E-mail:, . sunzwen @yahoo com cn



110

) 43
G. E(x *y), (3) RC  pks w,
. ,RSA
. E(x) "E(y) = E(x~ Ew, (W) =
- (11
). Paillier : B (1) s B (1 wa), oy B (1 wy) )
E(x) TE(y) = E(xty). .
pks  Eu, (W)

, RSA ,
(D :
E(y:) = E(1+ aw;) ° E(x:) (3)
, Paillier )
(2) :
E(y:) = E(ow;) ° E(x:) (4)
2
: (S). (B).
(RC) . (A).
Det. S B
RA RSA
, a 1
E (), D (),
RSA / \ ( ks, phs) « (sks,
pks)  (skc, pkc) . ,
sign ver,
2.1
B S
RC , B
RC .
(1) B /
(sks, phs), sks
pf. B s pof
signs (pks, pf) pks. pf  phs
RC, .
(2) RC B signp
(pks . o), ., R B
W= {wi, we, , WN 3 ,

s = signc (Ep, (W), ps)

B.
(4) B RC s
> Eﬂft;(W) w;
2.2
(1) B pks. Ex (W)
s = signac (Ep, (W), phs)
S.
(2) S sigac( B (W), phs)
(3) S
V, B
X, X'=x+v.
(4 S o
B Epk;(W) ,
o( By (W) = Eu; (o(W)) (5)
(5) S o(mW
x . w B Py
S Eu; (W),  RSA
., S w
o( W) :
Ep; (X') = Ep; (X)) * oEu; (W) =
Ep; (X' + o(W)) (6)
(6) S Eu; (X)) B,

V.pks (W) By (X).s o

(7) B Ex (X)),

D (Ex (X)) = X+ V+o(W (7)
2.3
S Z,

U. , H

)]



(2)

111

U v,
pks~ Ex; (W). s o,

2.4
S , S.
B A ,
A B .
(1) S Ve pks Eiw;
(WM.s o A, A
RC s . R
(2) A B W,
pks w. En; (W)
, B , B
(3) A o W o (W),
o (W z .
B ; , B
3
3.1
B (CA)
/ 2 2
/ ,
/ o 2
3.2
. B .
V.o (W),
W7 o ( W)’
W o (). R

33

(2]

B .
, B
X' ,
B .
S B sks
(W, sk B ; S
B W, RC
) » RC )
RC B w, .
, S B.
: PKI ,
, CA RC
, , CA RC
(‘traitor tracing) ,

PHITZMANN B, WAIDNER M. Anonymous fingerprinting
[ C]. FEuwciypt 97, INCS, New York: SpringerVerag,
1997, 1233. 88— 102.

DOMINGO ¥ERRER O. Anonymous fingerprinting of
electronic information with automatic identification of
redistubutof J| . Electronics Letters, 1998, 34(13). 1303
—1304.

CHUNG C, CHOI S, CHOI Y, et al. Efficient anonymous
fingerprinting of electonic information with improved
automatic identification of redistributars| C] . ICISC 2000,
2015. 221—234.

CAMENISCH J. Efficient anonymous fingerprinting with
group signatures. Advances in Cryptology- Asiaaypt, 2000,
1976 415— 428.

KURIBAYASHI, M, TANAKA H. A  new anonymous



112 ( ) 43

fingerprinting scheme with high encipheing rate [ C] . [9 CHOI J G, SAKURAI K, PARK J H. Does it need twsted
Indocrypt, 2001, 2247. 30— 39. third paity 7 [ C] . Design of Buyer Seller Watermaiking
[ 6 , s . / Pwotocol without Trusted Third Party, Proc Applied
. Cryptography and Network Security 2003, 2846. 265—279.
[q. : ,2002; 105— 111. [10] GOI B, PHAN R CW, YANGY J, et al. Cryptanalysis of
[7] MEMON N, WONG P W. A buyer-seller watermarking two anonymous buyer-seller watemmarking protocols and an
protoco]l J] . IEEE Trans on Image Processing, 2001, 10 improvement for true anornymity[ C]. Applied Cryptography

(4): 643—6409. and Network Security 2004, 2004, 3089: 369— 382.
[§ JUHS KMHJ,IEED H, et a. An anonymous buyer- [11]  PAIILIER P. Publickey ciyptosystems based on composite
seller watermarking protocol with anonymity contwol[ C] . degree residucsity classe C]. Eumcrypt 99, 1999, 1592;

ICISC 2002, 2587: 421—432. 223—1238.

An Anonymous Fingerprinting Scheme Based on Homomorphic
Public Key Cryptosystems

SUN Zhong wei, FENG Deng guo
(State Key Laboratory of Information Security, Institute of Software, CAS, Beijing 100080, China)

Abstract: With the widespread applications of the e vommerce, copyright protection of multimedia content being sold is
a key problem to be solved. Because of their superior efficiency for practical implementation, the anonymous
fingerprinting schemes based on homomorphic public key ciyptosystems have atiracted a lot of attentions recently. This
paper presents a new type of anonymous fingerprinting scheme, which is based on homomorphic public key ciyptosystems.
The security analysis shows that the proposed scheme is secure for both seller and buyer, and has the properties of
anonymity and unlinkability for the buyer.
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