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Fig 2 Histogram of block length without steganorgraphy ( a)
and with the maximum of embedded data (b)
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MP3Stego Hiding and Detecting Research

SONG Hua"?, XING Qiu fin', LI Wei gi', DAI Yi gi’
(1. Beijing Institute of Electronic Technology Application, Beijing 100091, China;
2; Department of Computer Science and Technology, Tsinghua University, Beijing 100084, China)

Abstract: Information hiding is the art and science of communicating in such a way that the presence of a message

cannot be detected. It can be used for secret communicating and copyright marking and receives more attention fiom the

research community and from industry today. This paper introduced the audio infomation hiding techniques first, with an
emphasis on MP3Stego, then introduced the existing MP3Stego attacking and detecting techniques. After analyzing the
poperties of MP3Stego, a new detecting method was found. This method can detect mp3 files produced by MP3Stego

correctly by calculating the statistic of part23 and stuffingBits in mp3 files. The experiments proved that this method is

effective and can be used to detect MP3Stego.
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