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A New Verifiable Ring Signature Scheme
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Abstract: Ring signature is introduced by Rivest et al. In Rivest s scheme, even the actual signer of a ring signature
cannot convince others about who is the actual signer. In this paper, we popose an efficient method to transfor Rivest s
scheme into a verifiable ring signature scheme. Then the actual signer can embed identification information in a so called
subliminal channel. If the actual signer is willing to prove to a verifier that it is him who actually signs the signature,

then the verifier can correctly determine the actual signer among ring members.
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1 Introduction

Ring signature is introduced by Rivest et al in [ 1],
which has the following properties; the verifier can i tell
which member of a set of possible signer actually produced
the signature. Unlike group signature introduced in [ 2],
ring signature has no group managers, no setup
In addition to the
poperties of ring signature described above, it could be

pocedures and no cooperation.

useful if the signer could prove that it is him who signs
the signature. If a ring signature scheme has such
poperty, we will call it verifiable ring signature scheme.
Formally speaking, a verifiable ring signature scheme is a
ring signature scheme which has three procedures:

(1) ringsign (m, P, P2, -+, Pr,5,Ss) which
pwoduces a ring signature for the message, given the
public keys P1, P2, -+, Pr of the 7 ring members,
together with the secret key Ss of the s th member (who
is the actual signer) .

(2) ring verify ( m, o) which accepts a message m
and a signature 6 (which includes the public keys of all
the possible signers), and outputs either true or false.

(3) ringcheck ( 6) which is an interactive check
pwocess executed by a verifier so that the actual signer can
pass the ring theck pwocedure and others will fail, both
with an overwhelming probability.

In[3], Luetal proposed the first verifiable ring
signature scheme. Their solution uses so valled double

discrete logarithms which results in the complexity of
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signing to be rather high. Moreover, it needs that each
ring member generates a special ring key pair, which is
not a reasonable assumption in many cases. Instead, we
found a method to trangfer ring signature scheme of Rivest
to a verifiable ring signature scheme. The only assumption

of our scheme is that each member has a RSA public key.
2 Related Work

The ring signature scheme is useful for leaking
In [1]
illustrate the usage of ring signature: Suppose that Bob is
a member of the cabinet of Utopia, and that Bob wishes to
leak a juicy fact to a journalist about the escapades of the

Prime Minister,

secret. an appropriate example is given to

in such a way that Bob remains
anonymous, yet such that the journalist is convinced that
the leak was indeed from a cabinet member.

As we can see, Bob camot send to the journalist a
standard digitally signed message. Since such a message,
although it convinces the journalist that it came froom a
cabinet member, does so by directly revealing Bob s
identity. A standard group signature scheme does not
solve the problem, since it requires the prior woperation
of the other group members to set up, and leaves Bob
vulnerable to later identification by the group manager,
who may be controlled by the Prime Minister.

The correct approach is for Bob to send the story to
the journalist signed with a ring signature scheme that
names each cabinet member as a ring member.

Our scheme is based on Rivest s scheme. It can
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solve the poblem of how to get rewards for leaking secret.
Afier the Prime Minister was pull down, Bob can tell
others it's him who so bravely revels the evil story of
Prime Minister if he uses poposed scheme.

Then lets review ring signature due to Rivest. We
assume that each member 4i has a FSA public key Pi =
(7, e;) which specifies the trapdoor one way permutation
fiof Zu: fi( x) = x“(mod )

We assume that only A4; knows how to compute the
inverse permutation f?l effioviently. E is a publicly
defined symmetric enciyption algorithm such that for any
key k of length [, the function Ej is a permutation over
b bit strings. We define a combining function as follows:

Civ(y1, y2, ==, yr) =
E(yr DE(yri - DE(y D))
Given a message to be signed, secret key Ss (the actual
signer is the s th member), and the sequence of public
keys Py, P>, ---, P, of all the ring members, the signer
computes a ring signature as follows:

(1) The signer computes the symmetric key k as
the hash of the message m to be signed: k=h (m),
where h is a publicly defined collision resistant hash
function that maps arbitrary inputs to strings of length /.

(2) The
uniformly at random from {0, 1}”, where 2" is larger than
all the RSA module of ring members.

(3) The sigrer picks random x for all the other

signer picks an initialization value

ring members, 1 << i << 7, i 7 s unifomly and
independently from, {0, 1}°, and computes y; = fi( X;) .
(4) The signer solves the following ring equation for s :
Civ(y1,y2, =5 p0) = v

(5) The signer uses his RSA private key to invert fs
on y; to obtain.

(6) The signature of the message m is defined as
(Pi, P2, ==+, Prsvi X1, X2, == Xr) .

A verifier can verify an alleged signature ( P1, P2,
o Pys v; X1, X2, +++, X,) on the message m as follows.

(7) Fist, fori = 1,2, -+ 7 the verifier computes
Y= filx) -

(8) The verifier hashes the message to compute the
encryption key k = h( m) .

(9) Finally, the verifier checks that the y; s satisfy
If it holds, the

verifier accepts the signature as valid. Othemwise the

equation Crv(y1,y2, ==, yr) = V.

verifier rejects.

In Rivest s ring signature scheme, the identity of the
signer is unconditionally protected. After a ring signature
is published, everybody including the actual signer can t

give any, evidence on who jis_the actual signer,

3  One Time Scheme

In [3], Simmons invented the subliminal chamel
concept in conventional digital signature schemes. In any
digital signature scheme, in which a bits are used to
communicate a signature that povides {3 bits of security
against forgery, where, o> B, a— Bbits are potentially
available for subliminal communication. We notice that
subliminal chamnel exists in ring signature scheme too. In
a ring with #» members, a signature consumes n random
n), i 7 §). These random

values compose a broadband subliminal dvannel. We will

values: v, x;(i = 1, -

uses this subliminal chamel to transfer signers secret
identification information.

For simplicity, we will embed secret information in
so talled “glue value”. Rivest et al. show “glue value”
v can be obtained by always selecting 0 as v. In fact, we
can set v to any value without hurt the security of the ring
signature scheme. If we select some special v, then
signer can poove that he is the actual signer among ring
members.

At first,

scheme, which can be used to identification for only

we popose an one time identification

once. But this one time scheme is very suitable for ring
signature since there is no need to identify actual signer
multiply times. To sign a message, the signer does the
following:

(1) The signer chooses a random number 7.

(2) The signer acts as the original scheme but let
v = h(h(rll ID))

information of sigrer.

whee DD is identification

After a signature is published -if the actual signer
feels it s time to expose himself, he publishes t= /i ( r,
ID) . Then everyone can verify his claim. If v="Fh(¢),
then the actual signer will be correctly identified.
Moreover, if the actual signer want to publish his
identity, he may publish 7 and ID. Everyore should
believe his claim if v="~h( h(r,1D)) holds.

4 Zero Knowledge Identification
Scheme

Ore time identification scheme is enough for many
situations. But the signer may want to get rewards ( for
leaking secret) anonymously. Here we propose a zewo -
knowledge identification scheme. Bob can convince the
verifier that he should give rewards to Bob without telling
his identity to the verifier. The protocol is composed by
two  phases:; embedding phase and
identification phase.

4. 1 Information Embedding

To sign a message, the signer does the following:

information
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(1) The signer acts as step 1 of original scheme.
(2) At first,
number p and ¢, which make factoring p °q a + +

signer selects two random prime

computational infeasible problem and | p °q K b.
Signer then computes as v=p°q.

(3) The signer acts as step 3, 4, 5, 6 of original
scheme.

The above protocol embeds private information in the
x,) . Then after

the ring signature is published, signer can prove to a

signature ( P1, Py, -+, Prsvixi, X2, +o,
verifier that he is actual signer of this signature.
4.2 Identification Protocol

Signer can use several known zero knowledge proofs
for factoring to prove that he knows the factorization of v.
We prefer the protocol proposed by Guillaume Poupard
and Jacques Stern [ 5] . For a public integer n whose
prime factors cannot be found by simple trial division, the
poiocol is a proof of knowledge of a small discrete
logarithm of z mod n for a few randomly chosen elements
zmodulo 7. The protocol is very efficient. When suitably
optimized, its communication complexity is only O( k + |
n b bits.

When the actual signer wanis to execute the ring-
check process, he proves to the verifier that he possesses
the knowledge of the factorization of v through the
interactive zero knowledge poof protocol. Since only the
actual signer knows the factorization of v, we know that
the ring theck process is as secure as the zero knowledge

pwof potocol.

5 Security Considerations

We have proposed a new verifiable ring signature
scheme. The signer of the ring signature can prove to
others that it is him who signs the message. Our scheme
is almost the same as scheme of Rivest et al., except we

embed signer s authentication infomation in initial “glue”

g,

value v, which wont affect the security of signature
scheme. So our scheme as well satisfies the following
unforgeability,  confi -

properties;  signer ambiguity,

dentiality and non repudiation.
6 Conclusion

In this paper, we proposed two verifiable ring
signatute schemes. The first is a one time scheme. And
the second is a zero knowledge identification scheme.
Both of the two schemes can satisfy the requirements of
verifiable ring sigmature scheme. Now the actual signer
can expose his identity whenever he wants to do so.
Although the first scheme is very simple, its
practical and very efficient. The second identification

scheme is done through an interactive zero knowledge

proof for factoring problem. If the identification succeeds,
the verifier knows that the prover is the actual signer. In
both of the two schemes, the prover may choose if he
should expose his identity.
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