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Fig 1 Communication-theoretic view of steganography
Y pk)d"
SNGSNk KmEM
(s sN,m, k) <D (1)
S’ = (8,8, L, Sy €58
1
, Si1, S, L, Sw ) ND(psN py) < e (2
s ” eS° M7
pi(s). s (3) b Y XK —>M :
M M S Koy ni = b (" k).
‘ 1 s', M, K :
K pe( k), kEK, s
M ,
M. K . N g N
SN M K p(sam7k)7 M p(s)p(k)
(s
X'= m(S", M K) € X" 2 Cachin [4]
D G ,
( ) ’ lim =—D( ps |l py)
., X
€- ) ’ e=0 ’
2 AN N
(yN‘xN) XN , YN B
ey, , l]m D (ps I py) ND(ng Il V)
K , (2) €-
M Y'.K) €EM
s=x=vy, |sl< X' , YY,



166 ) 43
4 N x vy A ,
A (YY), [1]
N A 1 A (yl
M ” 3 'x)’ Q (x7 u|s) GQ, Q (xv u
R= L10g| Ml, s)
J(Q,4) = I(U;Y) — I(U;S) (8)
P.x —,EEMP (b (Y K) #m M= m) 0 . J(0.4) = nay/ (0. 4),
! §>0 0< 0<e,
3
) N D+ N (et 3
5 R D, €
N (M, fv, &), Penv< e, |IMI=
{A ’ N>1} ) 2N[J(Q,A]st
D N e- (M, fv, ), N= -
2 (M, fu. ) D
1, R, N—too | 1
sup Pon(A) >0 N e- , R:Nlog‘ M|, 4
6 ™ o(p, e (4, N= (¥l
H, b.e D(ps llpe) = 2(1& l px,)
{4, N=1}
N_>+OO N KN_’O,
2 >0, U O(x,u ls) €
0, R< J(Q,A) +=.
) [ 1] 1 )
7 D € )
S XXU 0 C(D, & 4) = maxminJ (0, 4) (9
(x, uls), O (x, uls) . LJ(0,4) = 1(U; Y) —I(U; S), U
D0(xu l9p(syd(s.x)y <D (4 v - (U85 >X—>Y
C™(D, e, (A", N=1}= (D, ¢, 4)
D(ps llpr) < e (5)
N sYox'x N
U’ 0" (X, u"lsY D(p Z (ps, ||Pv
N
N N ‘ N _ . . ‘ : 6 .
O'(xu 1) =[] o(xiw s)  (6) ™D e AN 1) = QD e d)
7 U U U 1 Sl,Sz, -",S s X1,
Xo, -, XN )
8 0 D N
c- D(ps' Il po = ;D(psi I px)
9 X Y D(ps' = px*
4 (ylx), N v
¥y D(ps* llpe = D D(ps llpx) =0
i=1 ! !
A" (YR 2 , 1
. [1]
=1l 4y Ix 7 ’
)= 1 4ty 1) (7) ’ s o
10 4 2 7= X( )
C(D,&) =wagHX |S), |

0=1{0(x |9: 20(x s)p(s)d(s.x) <D,



167

D(ps llp) < &}

3 ISB

—I1SB
LSB

a €1{0,1),i=1
4 ISB

P{Kl - kl, "’,Kn - kn}

k., k=01

1 n
%H[Ml, M, L, MZK_J = r
J=1

5 d ,

—

E[d(S.X)] = 5.i=

3 ISB :
D ( e=0)

PIS, =0} = P(S, = 1} = 3. i>

Déé , R<2D

Y=

(_:':

PIS, =0 =P(S,= 1} = 2.i>1

X ( )
H(D 0<D<1h
ap.e—o0 =P Ny
1 D=1k
4 C [ 5]
lex Q 2 2
1.0 //
0.8 C e
7 .
0.6 _ 7
R,.:// ]
0.4 - f
0.2 7
-
0.0 &= — —
0.1 0.2 0.3 04 0.5
D
2 R, C

Fig 2 Difference between R, and C

2 LSB

@
)

LSB



168

) 43

MOULIN P, O SULLIVAN J A. Information-theoretic analy s
of information hiding J| . IEEE Trans Inform Theory, 2003,
49(3): 563— 593.

SOMEKH -BARUCH A, MERHAV N. On the capacity game
of public watermaking systems| J| . IEEE Trans Inform
Theory, 2004, 50( 3): 511— 524.

[J. , 2004, 6. 34—36.

CACHIN C. An infomation-theoretic model for steganography
// AUCSMITH D. Information Hiding, 2nd International

[8

Workshop, Lectures Notes in Computer Science[ C]. New
York: Springer, 1998, 1525. 306— 318. Extended version,
2002 prepunt, avallable at www. zunch. ibm. com/~ ccal
publications. html.

MOULIN P, WANG Y. New results on steganographic
capacity //Proc CISS 2004 (] . Princeton University, 2004
813— 818.

ZHANG W M, LI S Q. Security measures of stegosystems //
The Second conference of Applied Cryptography and Netwoik
Secunity, lectures Notes in Computer Science|[ C] . New
York: Springer, 2004, 3089: 194— 204.

COVER T M, THOMAS J A. Elements of information theory
[M] . New York: Wiley, 1991.

YAMAMOTO H. Infomation theory in cryptology[ J .
Trans, 1991, E74(9): 2456— 2468.

[EICE

Analysis of Steganographic Capacity under the Limit of Security
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Abstract: The steganographic capacity under the limit of security is studied with information theoretic methods. The

lower bound of steganographic capacity is obtained by using the theory of stiongly jointly typical sequences and its upper

bound on a special condition is also presented. It is shown that our conclusions are same as Moulin s about capacity of

information hiding systems without the limit of security and Moulins result of steganographic capacity on the perfectly

secure condition is the special case of ours. Furthemore, the information transfer rate and steganographic capacity about

LSB steganographic algorithms are analyzed, and it indicates that thewre is some difference between them.
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