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Blind Audio Authentication Algorithm Based on SVD and Amalgamation

WANG Xiao, BAI Sen, ZHAO Bo
( Chongqging Communication Institute, Chongqing 400035, China)

Abstract: To verify the authenticity and integrity of audio, we present an audio authenticaion method, in which singular
value decomposition (SVD ) is used to extract singular value as invariable features of host audio. Combining with
amalgamation, we insert these extracted features into the host audio at the sender. Then at the receiver, we extract
inserted features as authentication code, and comparwe them with those features from SVD. After setting proper threshold,
we can make our judgments at last. Experimental results show that the pwposed method not only can distinguish
Gausssian noise from malicious tampering but also can detect where tampered regions are.

Key words: audio authentication; singular value decomposition (SVD); amalgamation; watermarking

( 187 )

Model based Steganalysis

YU Xiao yi, TAN Tie niu, WANG Yun hong
(NLPR, Institute of Automation, CAS, Beijing 100080, China)

Abstract: To consider a new method for performing steganalysis using a statistical model of the cover medium. Using
model based methodology, examples of detecting secret message and estimating the secret message length of bit streams
embedded using JSteg like steganography and quantization index modulation are proposed. This steganalysis technique is
based on the model of statistical distribution of quantized DCT coefficients. The histogram of cover image and “shrinkage
histogram” are estimated from stego image using the statistical model. Then the secret message is detected and the secret
message length is estimated. The methodology described in this paper is a framewoik which can also be applied to
virtwally any type of media such as JPFG2000 file fommat embedding.
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