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Fig 2 Quantitaive distributions of wo embedding ways
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Tah 1 Expermental results

pl% 0 10 20 30 40 50 60 70 80 90 100
Lena 0 107 225 329 4.2 5.5 6.9 7.7 8.7 89.2 9.8
milk 0 691 186 3.4 4.9 527 647 72.32 8.4 89.8 958
woman 0 1.4 238 280 40.7 49.5 59.4  70.6 8.2  90.5  97.2

plane 2.6 14.1 23.7 35.8 4.9 55.5 62.9 74.6 82.9 89.6 95.6
peppers 0 9.7 21.2 30.0 37.17 53.0 62.2 70. 1 79.3 90. 5 99.7
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Steganography software for Windows, http: | knembers. tripod.
Oom/stegamgraphy / stego [software. html
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A Reliable Detection of LSB Steganography Based on Histogram
Difference Separation

LIU Guang jie DAl Y ue wei WANG Zhi quan
( Department of Automation, Nanjing University of Science and Techrologu, Nanjing 210094, China)

Abstract: A new reliable detection method of L.SB embedding is presented, which is based on the obeservation of the
histogram difference seperation ( HDS) . The steganalytic method depends on the linearity relationship between HDS and
the embedded message length which can not only determine the existence of the IL.SB embedding in a image but also

estimate the embedded message length accurately.

Key words: steganalysis; [SB steganography; histogram difference separation ( HDS)



