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Cellular Automata Based on Cryptosystem

ZOU Xin rui
(Science and Technology Bureau of Baiyun Region, Guangzhou 510430, China)

Abstract: Previous cellular automata bases cryptosystem are either insecure or ineffective. This paper poveds several
theorems about cellular automata based on cryptosystem and presents two classes of secure cryptosystem. The first class
cryptosystem is that increase nonlinear transform during cellular automata transform such as index S box. In order to adopt
pwoperty of cellular automata that low cost, high speed enciyption. We present second class cryptosystem that combine
simple nonlinear transform and one time pad to reach both secure and high speed encryption. Cryptosystems constructed
from this scheme can be implemented in simply constuicted massively parallel hardware. It can be counted on to deliver
high encryption /decryplion rates at low coston data grid. At last, we implement these two schemes in VLSI and evaluate
these two schemes ' performance.

Key words: cellular automata; block cipher system; one time pad; affine transform; pipeline VLSI



