
　
第 46卷　增刊 2

2007年　12月

中山大学学报 (自然科学版 )

ACTA　SCIENTIARUM　NATURALIUM　UNIVERSITATIS　SUNYATSENI
Vol.46　Sup.2
Dec.　2007

　

SecureSoftwareEducationinIndustry-oriented
SoftwareTalentsCultivation

＊
＊

CHENDong-ming, ZHUZhi-liang, GAOXiao-xing

(SoftwareCollege, NortheasternUniversity, Shenyang110004, China)

Abstract:Thecombinationofattacksanddefectsmeansthattoday'ssecurityproblemsinvolvingcomputerandsoftwarearefrequent,

widespreadandserious.Thus, producerscansufferseriouscostsandconsequences, sotheneedforaworkforcemoreskilledinsoft-

waresecurityisclear.Itisveryimportantforustoteachstudentsissuesaboutsecuresoftwareengineering.Thispaperprovidessome

ideasfromseveralaspects-securityconcepts, softwaresecurityproperties, securesoftwaredevelopmentactivities, securesoftwarepro-

jectmanagementandsecuresoftwaresustainmentwhichcanbeaguideforcultivatingsoftwaretalents.
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1　SecurityConcepts

Securityisacompositeofthethreeattributes–
confidentiality, integrityandavailability.Securityoften
requiresthesimultaneousexistenceof① availabilityfor
authorizedactionsonly, ② confidentiality, and③ in-
tegritywith`improper' meaning`unauthorized' .Se-
curityisnotassimpleasthesesounds.Neitherconfi-
dentialitynorintegritycanbeachievedunlessidentities
canbefirmlyestablished– authenticated– andonly
allowableactionsarepermittedorpossible– access
controlorinsomesituationsencryption.

Securitypropertiesareemergentsystemsproperties
ofthewholesystem.Whilenecessary, securityfunc-
tionalitydoesnotmakeasecuresystem.Toprovidese-
curityforanitem, individualpiecesofsecurityfunc-
tionalitysuchaspasswordverifiersmustbeimpossible
tobypasstogainimproperaccess.Preservationofprop-
ertiesthatspecifywhoisallowedtodowhatrequires
goodidentificationoftheactors.Authenticationisthe
verificationofanidentity.Authenticationmayinvolve
somethingoneknowsorpossesses, acontextorloca-
tion, oraninherentcharacteristic.Authenticationveri-
fiesaninitialidentificationpossiblydonebytheentity
claiminganidentity, byinference, orbyrecognition.

Whenattacksoccur, thesoftwaremayalsobere-
quiredtodetectthemandalertusers, continueservice,
confinedamage, rapidlyrecover, andaidinrepairto
preventfutureproblems.Inadditiontoasoftwaresys-
tem'spreservationofitsrequiredsecurityproperties

withinitsdigitaldomain, itcancontributetoothersys-
tems, organizationalorsocietalsecuritygoalsinclu-
ding:① Establishingtheauthenticityofusersandda-
ta;② Establishingaccountabilityofusers;③Provi-
dingusability, includingtransparency, touserstogain
acceptanceandresultingsecurity;④ Providingthea-
bilitiesto:Deterandmisleadattackers;Forceattackers
toovercomemultiplelayersofdefense;Supportinvesti-
gationstoidentifyandconvictattackers.

Privacyneedsareoneofthekeyreasonsforsecur-
ity.Privacyisamotivationforconfidentiality, anonym-
ity, andnotretainingdata.Avoidingfalsehoodsthat
coulddamagereputationsrequiresdataaccuracyand
integrity.Thus, softwarecanhelpaddresssecuritycon-
cernsatanumberoflevels.Figure1 showstherela-
tionshipsamonganumberofterms.Threateningenti-
ties, agents, orattackersmaypossesscapabilities, re-
sources, andintentionscreatingthreats.Toperform
theirattacks, attackersusetheircapabilitiestoexploit
vulnerabilitiesinthesystem.Theseadversariesuse
specifickindsofattacksor“exploits” totakeadvantage
ofparticularvulnerabilitiesinasystem.Systemsmay
employcountermeasurestoreducecertainvulnerabili-
ties.

2　IssuesofSoftwareSecurity

2.1　SoftwareSecurityProperties
Thegoalofsoftwaresecurityisthepreservationof

securityproperties, includingconfidentiality, integrity,
andavailability(CIA) andaccountabilityiftheirpres-
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Fig.1　Securityconceptsandrelationships

ervationfails.Confidentiality, preventingunauthorized
disclosure, andintegrity, preventingunauthorizedal-
teration, requireamechanismfirmlyestablishingiden-
tities-authentication-andonlyallowingpermittedac-
tions-e.g., accesscontrol.Preservingavailabilityin-
cludespreventingunauthorizeddestructionandensuring
adequateaccessorservice.Othersecurityproperties
includetheabilitytolaterreestablishallactsthatoc-
curredandtheirrelatedactors-accountability-and
causingrelevantactorstobeunabletoeffectivelydeny
anactoccurred-non-repudiation.Thus, softwaresys-
temsecurityisaquestionofsystemsproperties.Conse-
quently, securityisnotjustaquestionofthesecurity
mechanismsorfunctionalitytoaidinpreservingthem;
thepropertiesdesiredmustbeshowntoholdwherever
requiredthroughoutthesystem, e.g.thesecurity
functionalitycannotbebypassedanywhere.Inother
words, securitypropertiesareemergentsystemsproper-
ties.

Securityisanomnipresentissuethroughoutthe
softwarelifecycle.Likewise, potentialsecurityattacks
ordifficultiesexistthroughoutthelifecycleofsoftware
systemsandcanresultinavarietyofsecurity-related
requirementsforthesoftwareanditsenvironment.De-
cidingupontherequiredsecurity, propertiesmaybe
intertwinedwithdecisionsontheextentofsecurity-ori-
enteddevelopmenteffortandfunctionalityintoanover-
allriskmanagementdecision.

Neitherinthephysicalworldnorinsoftwarecan
oneabsolutelyguaranteesecurity.Thus, whenwe
speakof“ securesoftware”, theactualmeaningis
“highlysecuresoftwarerealizing– withjustifiably
highconfidencebutnotguaranteeingabsolutely– a
substantialsetofexplicitsecuritypropertiesandfunc-
tionalityincludingallthoserequiredforitsintendedus-

age.” Onecanalsostatethisinanegativewayas
“justifiablyhighconfidencethatnosoftware-basedvul-
nerabilitiesexistthatthesystemisnotdesignedtotol-

erate”.Notwithstandingthesedefinitions' emphasis
onhighsecurity, weshouldcoverissuesimportantnot
justforproducinghighlysecuresoftwarebutonesim-
portanttothemanyorganizationsunderpressuretopro-
ducesoftwaremerelymoresecurethanthecurrentver-
sion.
2.2　SecureSoftwareDevelopmentActivities

Threethingsaidinreliablyproducingsecuresoft-

ware:① Outstandingsoftwareengineeringperformed
byskilledpeople;②Asoundmasteryoftherelevant
securityexpertise, practices, andtechnology;③The
expertmanagementrequiredtoensuretheresources,
organization, motivation, anddisciplineforsuccess.
Theseimplicitlyimplyanorganizationalculturethatin-
tegratesconcerns, activities, andrewardsforsecure
software.Acrosstheseaspects, skilledpeoplemaybe
thehighestleverageelement.Achievingtheseskills,

however, requiresconsiderableknowledgebeyondthat
alreadyrequiredforsimplyagoodsoftwareengineering
process.

Herewepresumesomepeoplehaveknowledgeof
softwareengineeringactivitieswheresecurityandsafety
arenotconcerns.Forsecuresoftwaredevelopment,
however, anumberofactivitiesareneworsignificantly
modified.Table1 listsactivitiesusedbyoneormore

securesoftwareprocesses.

Tab.1　SecureSoftwareEngineeringActivities

Adequatelyidentifyandcharacterizeassets, andpossibledan-
gersorthreatstothem

Analyzedangersorthreats, anddefensesormitigations

Developsecuritypoliciesthatmeetuser, organizational, and

societalrequirements;andformalizethem

Developaformaltop-levelspecification

Showtop-levelspecificationagreeswithsecuritypolicy

Developasecuritytestplan
Developanimplementationofthesystembasedonthetop-lev-

elspecificationprovidingassurancecasewithargumentand
evidence

Performpenetrationtestingandtestsecurityfunctionality

Provideacovertchannelanalysis

Performongoingmonitoringofsecuritythreats, needs, and

environment

Provideassurancecaseincludingargumentsandevidence

showingsoftwaresystemmeetssecurityrequirements

Performchangessecurelymaintainingconformanceto– pos-

siblyrevised– securityrequirements

Inpractice, theseactivitiesvarydependingon
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whetheraheavyweightdevelopmentprocessisused, a
lightweightone, oroneespeciallyfortheproblemsof
legacysoftware.Generally, thekindsofactivitiesdone
inheavyweightprocessesareamodestsupersetoflight-
weightprocessesbutwithmanyactivitiesperformed
withconsiderablymorerigor.Theactivitiesusedreme-
diallyforlegacysoftwareareusuallysimilartoasubset
ofthelightweightones.Wemustnotethatlegacysoft-
waremayeventuallyrequiremoreseriousreworksuch
asmajorredesign.Someactivitiesonthetableprimari-
lyareperformedforsystemswithhighsecurityrequire-
ments.Thistabledoesnotreflectthefullimpactofse-
curityonactivities.Inpractice, concernforsecurityaf-
fectsperformanceofvirtuallyeveryactivityincluding,
forexample, considerationofsecurityinalltechnical
reviews.Theseactivitiesandeffectsonotheractivities
mustbeincludedinplanningandtracking.

Furthermore, productionneedstobeperformedin
anappropriatelysecureworkenvironmentandawell-
secureddevelopmentsystemwiththeappropriatecon-
trols.Twoaspectsofproducingsecuresoftwarearethe
securityofproductionandthesecurityprovidedbythe
finishedproduct.Theformerneedstobeatleastas
goodastheintentionsforthelatter.Thus, production
anddeploymentneedtobe:① Doneinasecureenvi-
ronmentoperatedsecurely, preferablyprovidingcount-
er-intelligenceandforensicsupport;② Possessedofan
adequatesetoftrustworthytoolsthathavebeenre-
ceived, installed, stored, updated, andexecutedse-
curely;③ Performedbytrustworthypeople;④Placed
underappropriatecontrolsagainstinsideandoutside
mistakes, mishaps, andmaliciousactions.

Inaddition, adequateassurancemustexistthat
thesearetrue.Onealsoneedstoassessandimprove
security-relatedaspects, forexampleby:① Collecting
andanalyzingsecurity-relatedmeasurements;②Im-
provingsecurity-related:Processes, Personnel-related
activitiesandskills, Artifactquality.

Merelyastrongdesireforsuitableandcorrect
productsandserviceswouldbesufficientmotivationfor
manyoftheseactivities.However, securityneedspro-
videevenmoremotivationsaswellasnewrequirements
forproductionandproducts.Becauseofthis, someef-
fectiveorganizationsestablishprocessesacrosstheor-
ganizationthatintegratesecurityconcernsandreuse
them.
2.3　SecureSoftwareProjectManagement

SecureSoftwareProjectManagementisthe“sys-
tematic, disciplined, andquantified” applicationof
managementactivitytoincludethe“planning, coordi-
nating, measuring, monitoring, controlling, andrepor-
ting” thatensuresthesoftwarebeingdevelopedcon-

formstosecuritypoliciesandmeetssecurityrequire-
ments.Twoissuescausedifferencesinprojectmanage-
ment:High-assuranceandSecurity.Inrunningpro-
jects, managershaveessentiallyfour“variables” to
control:① Scope– thefunctionsandfacilitiesin-
cludedinthesystem;② Quality– thereliability, ro-
bustness, usability, etc., ofthesystem;③ Resources
– thequantityandcapabilityofthestaffandcomputa-
tionaltoolsusedontheproject;④Time– thesched-
ulefortheproject.

Forsecuresystems, whereassuranceandpossibly
certificationoraccreditationareessentialgoals, both
scopeandqualityareconstrained.Thesystemwillnot
beacceptablewithoutcertainnon-bypassablesecurity
functionality, norwillitachievecertificationoraccred-
itationunlessitisofsufficientquality.Thisreducesthe
optionsavailabletoprojectmanagers.Itisbecoming
widelyacceptedthatincrementalorevolutionarydevel-
opmentisanappropriatewaytoaddresstheproblemsof
complexITsystems.Theaboveanalysisofoptionsa-
vailabletoprojectmanagerssuggeststwoproblemswith
theseapproaches:①Thefirstreleasableincrementhas
toincludeallcoresecurityfunctions, henceitmaybea
`large' increment;②Qualitycannotbecompromised,
andthedesignmustbesuchthatthequalityofthe
“firstincrement” cannotbeunderminedbylaterincre-
ments.

Thus, managersneedtodefine, asearlyaspossi-
ble, thearchitectureforthesystem, identifyingthekey
securitypropertiesandmechanismsandensuringthat
theyaredesignedanddevelopedwithanarchitecture
suchthattheycannotbecompromisedbyaddinglater
increments.Theprojectneedstobemanagedviewing
thearchitectureandthequalityofthesoftwareasnon-
negotiableplusgainingseniormanagementacceptance
thattimescalesandresources, hencecosts, havetobe
variable(mayneedtoincrease) soasnottocompro-
misesecurity.

Thecompetenceofpersonnelisveryimportant.
Competenciesinclude:Technicalskills, especially
knowledgeofsecurity;Knowledgeoftechniquesfora-
chievinglowdefectdensity;Domainknowledge, i.
e., understandingoftheapplicationarea;Communica-
tionskills;Personalattributes, suchasintegrity.There
hasbeenanattemptintheUKtocodifysuchskillsfor
safetyofprogrammableelectronic systems ( IEE,
1999) , butsofarasweareawarenosystematicap-
proachexistsintheareaofsecurity.Therearefew
managementtechniquesfocusedsolelyonlowdefect/
highassurancesoftware, althoughtherehasbeensome
positiveexperienceofusingapproachessuchastheSEI
's( SoftwareEngineeringInstitute) Team Software
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ProcessonprojectsintheUK.Perhapsthemostcrucial
managementtechniqueisinprocessmeasurementofer-
rorsanddefects, analysisoftherootcauseofsuchde-
fects, andusingthisinformationtohelpmanagethe
projectandtoimproveprocesses.

Ifonehassuccessfullymanagedahigh-assurance
project, sayforsafety, thenanumberofsecurityissues
remain, butmuchofthegeneralprojectmanagement
approachcanbethesame.Fromaprojectmanagement
perspective, thereisnotanythingdifferent/additional
withrespecttoanyotherhighintegritydevelopment.
Whenwemanagedthecomplexoflargeproject, we
didn'tdoanythingdifferentlybecauseitwasasecurity
project-simplyappliedtheusualpraxisplanningand
deliveryapproach(pluslessonslearnedfrommyprevi-
ousprojects, ofcourse).Thefactthatitwasasecurity
projectobviouslyaffectedtheriskassessment, technical
approach, qualityplanning, etc., buttheprojectman-
agementapproachwasthesame.”
2.4　SecureSoftwareSustainment

Sustainmentcoverssoftwareassuranceactivities
whensoftwareisputintoanoperationalenvironment
andtheuniquesoftwareassuranceactivitiesafterinitial
deployment.Itinvolvesprocessesthatcontinuetoas-
surethatsoftwaresatisfiesitsintendedpurposeafterin-
itialdeploymentandduringoperations.Softwareis
writtentofacilitateorganizationalgoalsandeachgoal
hassecurityrequirements.Ifthesoftwaredoesnotmeet
thoserequirements, theorganizationmustrealignthe
functioningofthesoftware, oralterthegoaltobringit
intoalignment.Thesecurityenvironmentiscontinuous-
lychanging.Environmentalfactorspossiblyimpacting
securityinclude:①Peopleconnectingtothesystem's
endpointsandthemotivationsofthosepeople;②Sys-
temsinterconnectedwiththesoftware;③Thetypeof
dataflowingto, through, orfromthesoftware, orsys-
tem;④Thewaytheorganizationdoesbusiness, orthe
typeofbusinessthatisconducted;⑤Therigor, orex-
tentofthesecurityobjectives;⑥ Theorganizational
riskmodel/risktolerance.

Softwaremustalwayssatisfysecurityobjectives.If
thatisnotthecase, thentheorganization'sriskmitiga-
tionprocessmustdictatethestepsnecessarytochange
thesoftware, orchangetheobjectives.SeeFigure2.

Certainaspectsofsustainmentarealsorelatedto
acquisitionofsecuresoftware.Thefollowingisanout-
lineofthecontents:Background, OperationalAssur-
ance ( Sensing) , Analysis, ResponseManagement
(Responding), InfrastructureAssurance.

Fig.2　TheEnvironmentofSoftwareor

SoftwareIntensiveSystems

3　Conclusion

Softwareisindangerallitslifefrommaliciousand
non-maliciousbehaviors.Weneedtorecognizeandan-
alyzethesedangersandcombineofallrisks.Atthe
sametime, wemustemphasizethedevelopmentofse-
curesoftwareandputsecurityintothepracticeofsoft-
wareengineering, especiallytostudentswhomajorin
softwareengineering.Onlybydoingthiscanweget
moresecuresoftwareandpromotethequalityofsoft-
ware.
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