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Abstract The ambpinatin of attacks and defectsmeans that ©days securiy Proplems nvolving camputer and sofware are frequent

widesPrad and serous Thus Producers can suffer serjous costs and cansequences 0 the need for a work force more skilled in soft
. 9 b

ware securiy is clear [t is very mportant for us © teach students issues apout secure sofwware engieering This Paper provides san e

deas fran severa] aspects security concepts software securify Properties secure softvare develogmentactivities secure software pra
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1 Security Concep ts

Security s a camposite of the three attrijputes_
confidentiality hegrity and avajlability Security often
requires the sinultaneous exjstence o@ availahility for
authorjzed actpns on]y ®) oonfidentiality and@ n
€grity with¢ inproper meanng€¢ unauthorized ., Se
curiy isnot as sinple as these sounds Neiher confi
dentiality nor ntegrity can he achieved un fess identities
can he fim [y established—  authenticaed_  and only
allowah e actpns are pem jtted or Possihle_
contio] or n san e sjuations encryp tior_1

Security Properties are @n ergent systams properties
of the whole sysem W hik necessary securjty func
tonality does notmake a secure ystam TO pProvide se
curiy for an im} ndividua] pieces of securjty func
tona ity such as password verifers must he impossihle
10 hypPass 10 gain mproper access Presewvation of prop.
erties that specify who s aljlowed © do what requires
goqd identification of the actors Authentication § the
verificatpn of an iden ity Autentication may nvope

access

samething one knows or possesses  a context or joca
tior} oran mherent characteristic Authentcation veri
fies an initia] identification Possihly done hy the entity
clamng an identity by inference or by recognition
W hen attacks oceur the sofwaremay ajso he re.
quired t0 detect than and a}ertuser§ contjnue servic’e
confjne damag’e rapidly recover and ajd in repair to
prevent future proh ms  In addition t0 a sofwvare sys
fm ‘s Preservation of it required security properties
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within is digita] damain it can conwibute 1©© oher s
tﬂfn; o12anjzatpna] or societa] security goals nclu
ding (D Establshing the authenticity of users and da
@ (@) Eseblishing account ility of users (3) Povi
ding usability ncluding gansparency 10 users © gajp
acceptance and resultng security @ Poviding the a
bilities © Deter and m slead attacke@ Force atackers
to overcanemultP e laYers of de fensg Support nvesty
gatpns 10 dentify and convict attackers

Privacy needs are one of fe key reasons for secur.
ity Privacy is amotyvation {or Confidentialifg anonym_
iy and not re@aning datw Avoiding falsehoods that
ocould damage reputatons requires data accuracy and
ntegrity Thu;s sofware can he P address securjty con
cems at a nunhper of fvels [igure| shows the rela
tpbnshiPs anong a nunher of tems Threatening enti
t'ﬁ§ agent’s or attackers may Possess capabi]itie§ e
and intentpns creating threats ToO Perfom
their anack§ attackers use feir capapilities © exp pit
v hembilites n the sysem These adversaries use
specifc kinds of attacks or« explojt®y 10 take advantage
of particular vuneraphilities in a systan  Systems may
anploy countemmeasures 10 reduce cer@ain vulnerahili
tes

sources
2

2 Issues of Software Secur ity

21 Sofware Security Propertes

The goa] of softvare security $ the Preservation of
security properties including confidentality —integrity
and availahility( CHy) and accountehility if heir Pres

chendn(@maj] neu efu cn
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Fg 1 Securjty concepts and relatonshiPs
ervatpn fajls Conﬁdentia]ity pPreventing unauthorjzed
disc]osur§ and in‘egrit;’ pPreventing unauthorized al
1erat101} requ re a mechanisn fiml[y estahlish ng iden
fities— authen gcatjon— and only alloving pem jtted ac
tons— e g, access contro] Preserving availahility m
cludes preventing€ unauthorijzed destruction and ensurng
adequate access or sewijce (Jther security properties
nclude the ability to Jater reestahlish a]] acts that oc.
curred and their ehted actors— accountapility— and
causing relevant acprs 10 he unahle to effectively deny
an act occurred— non_repud;iatpn Thu§ Dfware sys
fm security s a question of systems Properties (Conse
quentl}’ securjty is not just a question of fe securjty
mechanisns or functionality t0 ay m Preserving them
the Properties desired must he shovn t0 hold Whem\;er
required throughout the sYsten} e g2 the securty
functionality cannot he bypassed anywhere In oter
Word§ securiy properties are an erg€ent systms proper.
ties

Securty i an annipresent ssue Hmoughout the
softvare |ifecycle Likezvis,e poentia] securty atacks
or difficulties exijst houghout he lifecycle of ofware
systans and can reujt m a varjety of security. rejted
requirements for the sofware and its enviorment De
ciding upon the reduired security Propertes may be
nterw ned with decisions on the exent of sscurjty_orp
ented deve ppment effort and functpnality mto an over.
a]] risk managem ent decision

Neither n the PhYsica] wor]d nor n software can
one ahsoute]y guarantee security ’[hu;s when we
speak of « secure Software”, the acua] meaning s
« highly secure ©oftvare realizing_  with justifebly
hi&h confidence hut not Suaranteeing ahpsojutely_  a
supstantja] set of exP Jic it securjty pProperties and func.
tona ity includ ng al] those required for its mtended us

age» (One can aJso s@ae this N a neatjve way as
« justifiably hi€h confdence thatno sofware hased vul
nerah 1ities exjst that the system is not desi€ned t© Ol
Not withstand h€ tese defnitions anphasis
on high security we shoul] cover i{ssues mportant not
just for poducing highV secure sofware hut ones .
portant 10 the many organjzations under pressure t0 Pra
duce sofware mere [y more secure than the currentver
spn
2 2 Secure Sofware DevelopmentActyvites
Three things ad in reliah Y Prajucng secure soft
ware (] Outstand ng€ softvare engneerng perfom ed
by skilled peop]g @ A sound maste1y of the relevant
security expertis§ practice§ and techno]@}f @ The
expert managanent required t0 ensure the resoun:e§
organizatiop motivaticx’q and dsciPlpne {for success
These mP]citly inPlYy an oanjzatona] cujture that in
tegraes concems

erate

and rewards pr secure
softvare  Across these aspect§ skilled PeoPle may he
the highest leverage elment Achieving€ Hese skilk,s
howeve,r requires consgerahle knowledg€e beyond that
aJready required for sinPly a good softvare engineering
process

actvities
2

Here we Presume sane peopPle have knowledge of
sofware engijneerjng actjvitieswhere scurjty and safety
are not concems FOr secure sofgvare developmen’t
howeve,r a nun her of actjvities are new or signifijcantly
modified Table Lists activities used by one or more
secure software processes

Tah | Secure Sofware Engineerng Activites

Adequate]y identify and characterize assets and possible dan
gers or threats © them |

Analyze dangers or thrcat;% and defenses or mitations
Devep security policies hatmeet user OrganimtionaJ and
societa] requjran ents and fomaljze fean

Devepp a foma] ©p- Jeve] specification

Show top. leve] sPecificaton agrees wit security Policy
Devepp a securiy testp Jan

Devepp an inP mentation of he systam pased m the ©P- fev.
e] specificatin poviding assurance case wify argunent and
evience

Perppm Penetraton testing and test securjy functonaly
Provide a covert channe] analysis

Perfpm ongoing monjoring of seaurity threat§ need§ and
envijrormen t

Provide assurance case ncludmg amments and evidence
showing sofware systan meets securfy requjrenen ts

Perfom changes securely mapf@ainng conpmance ©O_ Pos

shly revised_—  security requ reamen ts

In Practice these activities vary depending on
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whether a heavywe ight d evelopment Process is usegl a
[Bhweight one or one especia]ly for the Poblms of
legacy sofware Geneta]];’ the kinds of actjvities done
n heavywe ight Processes are amaodest superset of [i8ht
we Bht Processes but with many actijvities Perpmed
with considerahlymore ri€or The activites used rame
dially {for Jegacy sofware are usually sinilar to a supset
of the lighweghtones Wemustnote tat |egacy soft
waremay eventua|ly require more serjous rewoirk such
asmajor redesgn  Same activities on the t@hle Prinari
IV are perfomed for systamswith hi€h security requijre.
ments This table does not reflect the fu]] inpactof se
curi on actjvities In practic§ concem Pr securty af
fcs performance of virtually every actvity incpding
for exanple consideratpn of security n al] echnical
reviews T,hese activities and effects on other activities
must pe ncluded in Planning and tracking
EUr&lemor§ pProduction needs to he perfomed i
an approprijate]y secure work enviroment and a wej|l
secured deveppment systan with the approprjate con.
rols Two aspects of producing secure softvare are the
securjty of production and the securty provided by the
finshed pProduct The fomer needs 10 pe at [east as
goqd as the intentions {or the latter Thu’s pradu ction
and depPlo¥ment need 10 b:e (D Dome in a secure envi
roment operated securel}’ pPreferahly providng count
er nte]li8ence and forensg suppor;t (2 Possessed of an
adequate st of trusworhy too]s that have heen re
ce ivegi nsa Hed stored updated and executd se
Curely @ Perpmed by tusworthy peop]g @ Placed
under approprate controls agamst jnsge and outside
mistake§ mishap§ and maljcious actpns
In additior} adequat assurance must exist that
these are true (One alo needs © assess and nprove
security_related aspec@ for examp ke b}’ D Collecting
and analyzmng security. repted measuren ents @ M
proving securiry,relategl ProcessE’s Personne] re hted
activities and skills Artifictquality
Merely a stong desye for sujtahle and correct
products and services would he sufficien tmotvation {or
many of these actjviies vaeve’r security needs pra
vide even more motivations aswel] as new requirements
for production and products Because of thi,s same ef
fcyve organjzations estah]ish Processes across the or
ganjzatin that pte8rate security concems and reuse
than
2 3 Secure Sofware ProjectM anagement
Secure Sofware PojectManagement is fe « sys
ematic disciPlhed and quantified” app lication of
managementactivity 10 nclude the« pPlann 'n;g coord
nating measurhg monitor'ﬁg control]ing and repor.
tn® tHat ensures the sofware hemng develobed con

foms to security pojlicies and meets securjty require
ments TWoO jssues cause differences in Projec tmanage.
rnen:t H 8h assurance and Security In mnnipg pro
jec1§ managers have essentg]ly four « variahles 1o
conto] () Scobe_  the functpns and facilities in
cluded m he SYSter ® Qualit_  he Ielfibility (o}
busmes§ usabi]ity e, of the systaq (3 Resources
— the quantiy and capability of the staff and canputa
tona] t00]s used on He Pro jec;t @ Tine_ the sched
ule for He poject
For secure sYsm§ where assurance and Possihly
certificatpn or accreditation are essentjal goaLs both
scope and quality are constraned The systam wi]] not
be accepbtahle wihout certain non pypassahle security
functionality norwi] it achieve certificaton or accred-
ation un]e’ss it 8 of sufficientquality This reduces the
op tions availahle to pro'pct managers [t is becan ing
widelV accepted that mcranenta] or evojutjonary devel
oment s an appropriateway to address the Prohlems of
camplex JT systems The ahove analysis of options a
vaipble 10 Projectmanagers sugBests WO Prohlemsw it
these approache§ D The first releasaple nmcramenthas
10 include al] core securiy funct'pn§ hence tmay pe a
¢ large incremen;t @ Quality cannot he ccmpmised
and the desi&n must he such that the quality of the
« first pcrament cannothe undem ned by kter incre
ments
”[hu§ managers need © deﬁn’e as early as possi
ble the architecture for e system identifying the key
securjty pProperties and mechanjsns and ensuring that
they are designed and develobPed with an archjtecure
such that they cannot he canpramised by adding later
incranents The project needs 1© he managed viewing
the archiecure and the quality of the ofware as non
negotiahle Plus ganmng senor management acceptance
that tinescafes and resources hence COosts have 0 he
Variable( may need 10 'ncreasg SO as not 10 canpro
mise securjty
The canpetence of personne] is very inportnt
Campetencies icludge Technica] skills — especia]ly
know led ge of securﬂy Knowledge of techn{ques for a
chieving lov defct density Damap knowledge i
e understand ng of the app]caton areg Canmmunjca
ton Skilb Personalattribute§ such as ntegrity There
has been an attempt in the UK t0 cod ify such skills for
safety of ProBrammaple electrongc systeams ( IEE
1999), but so far as we are aware no systanatjc ap.
poach exists in the area of security There are few
management techniques focused solely on Jow defcy
hi&h assurance SOf'[W&I? although there has heen same
positive experience of usng approaches such as the SEI
‘s (- Sofware Engineerng Institutey Team Sofware
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Process on projects i the UK PethaPs the most crucia]
management techniue S 1 Processm easurament Of er.
1015 and defect§ analysis of the 100t cause of such de
{ec1§ and uspng this mfomation t0 help manage the
pPojectand 10 mprove processes

If one has successfu]ly managed a h Bh assurance
projec’t say for safery then a numper of securiy issues
rema'r’l butmuch of the genera] Project management
approach can he the sane From a Propctmanagement
there  not anything different additpnal
with respect 10 any oher high integrity develobment
W hen we managed the canplex of Jaige plojec,t we
didnt do anything d ifferently hecause jtwas a security
project- smply applied he usua] praxjs Plann ng and
delivery approach( Plus essons Jeamed fram mY Previy
ous project§ of course) . The fact that itwas a security
pwojectopvious]y affected the risk assessn m’t tchnijcal
approacb qua iy p]anning e, but e Popctman
agan ent approach was the san e »

perspec tive
2

2 4 Secure Sofwvare Sustajm ent

Sustajment ocovers sofware assurance actpyvities
when softwvare S Put mto an operatjona] envjonment
and the un{que software assurance actvites after initjal
deP pb¥ment Tt mvolves Processes hat contjnue O as
sure that sofware satisfies its mtended Purpose afer o
tia]l deplo¥ment and durng operatons Softvare s
written © facijitat omanjzational goals and each 8goal
has security requirenents If the softvare Joes notmeet
those requijrements the orfanjzation must realign the
functioning of ﬂle’softwar,e or aler the goa] 0 bring it
N aligment The security enviomment i$ contnuous.
V changing Enviommenta] factors possihly mpacting
securijty 'nclud:e (D Peoble connecting © the systam s
endpoints and temotvations of those peop}g: @ Sys
ftms mterconnected with the softwarg: @ The tpe of
data flowmng © thxougb or fm the sofwar? or sys.
e @ Theway the or€njzation does busines§ or the
tyPe of business that is conducted ® The rigo,r or ex.
ent of fe scurjty dojective;% The omran gatpnal]
risk mode], risk tolerance

Software must aways satijsfy security oh ject'[ve_s If
that isnot he case then the or8anjzatpns risk miti€a
tion process must dictae the sepPs necessary to change
the softvvaI? or change the oh jective§ See Figurey

Certajn aspects of susajyment are ajso related to
acquisitpn of secure softvare The following is an out
line of the contents Backgroun(’j (Peratpna] A ssur
ance ( Sens’ng), Ana]}’si§ Response Management
( Responding)’ In frastructure A ssurance

Business Processes

! Supported by

Software or Software Risk
Intensive System Model
ﬁ[)eveloped for l ’
Security Objectives Decision

F8 2 The Environment of Softvare or
Sofware [ntensive Systam s

3 Concluspon

Sofwvare s in danger a]] its ife fran malicious and
nonma/lgious hehavprs W e need 10 recognjze and an
alyze these dangers and canhimne of a]] risks At the
san e t'rng we must enpPhasize the develobment of se.
cure sofware and put security mnto the practice of soft
ware engineering especplly 10 students who majpr n
softvare engneering (Only by dong this can we get
more secure sofwware and pPranote He quality of soft
ware
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