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Towards the Depo¥ment of I*]exib Je and
Efficient[.earnng Tooly The Thin Client”

REYNOIDS Gordon GLEESON M ihae]
( Sthool of E Jectrica] Engineering Systan s Dublin Instiue of Techndogy Dubling - IreJand)
Abstrac:t Given days dynamic and fast paced worl] of In omaton Technong( H‘), ithas pecan emore challengng fran J[ man
ager 10 provie sudentswith hemost flexhle and nnovative Jeam ng envirorment The requjmm ent to Provide these facilitiesmustpe
balanced agaijnst constrajnts such as capit] spendin€ wit in budget§ mamntenance sts and staffing ssues This Paper discusses how a
server centric [T sOfu tiOl;l such as thin Chent;% 1 capaple of meeting hese damands in amore efficen tmanner pPartcularly i relaton

© Financija] Management Infrastucture Managament and Security M anagement The flexpility and efficiency of server centric technol

oy as an education t] s overviewed as expergenced by severa] deparmentsw ih in e Dublin Institute of Technology
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1 Introducton

The requiranent t© Provide an effectve nhforma-
tion Systm creates a numher of ssues for third leve]
n the modem canputng enviroom en’t
sudents and staff expect first rate faciliates wih lead
ng edge technolkies This i ePecnlly the case for
technopgy orjentated Schools and Facilities The re
quirement © pProvide hese facilites must he halanced
agajnst constramts such as capita] Pending wihn
budget§ mantenance costs and staffing jssues

R egard less of deparmen’t staff and students in the
Duplh Instiute ofTechno]ogy( DH‘) expect 10 access
an ncreasng8l diverse and OPhisticated set of Ofware
app [ications f1 a stapf and religbhle enviomment A
ganst the pack8round of increasing student nunber§
the desBn of a new Infomaton SyStem( S must ajso
have the flexihi]ity o offer a single pont of authentjca
tiOI’l centra]l nework sorage and he scalaple © support
future growth

To different degreqs thin clients and server cen
tric techno[og s address these issues and requjrm en s
Thir client techno]ogY can offer 10 reduce managam ent
support and ma nienance costs while ajso enah|ng a o
bust envijionmentw ith h Bh Perfomance and availahili
¥ Added 1 this are the extra henefits of multP bt
pm access fran any p htform and an enhanced user
experienceé!l
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2 Overview of thin clents and

server_centrc techno [ogY

It is beneficia] © beg€in this Paper by definng the
tetms i client and the concePt of server centric can_
puting

A server centric canputng8maode] is a sty ofnet
wotked camputer envijrorment which alpws for applica
thns and data 10 he centalised and remote]y accessed
by a uselr?

In a sewercentric archi‘@cur? the majprity of
processing activities take Place on a renote sewver Al]
applrations are executed fran this rmote sewer and
daw s centra]ly storeq ‘The Prinary function of a hn
client ;s 10 mterface heween the user and the ranote
server ‘That s screen  mouse and keypoard mterac
ton Thereﬁ)l,e a thin client s any diskless temmnal
connected over a nework to a remof server which it
reles on for applications and da#’® A basic thin c[i
ent/ server centric Ystan s outlined n Figure,

Tem ma] Services iS a server centrc archijtecure
deve pped and distrputed by teM icrosoft Compora tion
The Temina] Server s an mstllahle canponent Pr the

W indows Server Family which has the abiliy © Povide
users with centrajised applicatpns and a centralised
W indowsUser nterfacé’  To datfz Tem na] Services
has been depPloved through-out the Dublin Istitute of
Technology LY severa] deparments 10 evajuate the hen

technijcal ofﬁce;r ijaj:l gordon reynoldsa@ dit ie
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ThinClient  Thin Client  Thin Client

Fi€ 1 Shows he tpica] [ayoutof a basic

server centric i frastructure

efits and disadvantag€es in the use of hin clents
3 Benefits of thin clients and server
centric techno pgY

Th s sectpn sunmarises the more sg€nificant ad
vantages of a serwer.centric environmen,t with Particu
hr attention given o Fjnancia] Benefigs Securiy Bene.
ﬁ*gs DeP p¥nentBenefits and [nfrastructire B enefits
3 1 Fhnancp]Benefis

I this sectpn the financa] henefits of a Hn client
/ server centric envijonment are considered This dis
cusson s formed under te categories of( ) ClientAc
quisition COS‘[§ ( i; Client Mantenance (Cost and
( iij the Client lif Cyele

( ) Client Acquisition Costs

The acquisition costofa thin client ;s si€n ficantly
lower than the costof a P This is because thin clients
lack onpoard manory and storage and are less camp ex
than PC$" For ex;mpl,e a typca] costof a Hin cli
ent 8400 ( incpd'ngmonito’r keypoard and mouse)’
which ‘}%53% more cost efficient than DI s tendered
standard PC build Hozveve,r acquisition costs only
Play aminor ole Stud €s bY Garter Inc  ov that
near1y80% of ota] I costs occur afer the purchase of
the unjt Nearly half of these costs lie outside the IT
deparm ents budgelt

( i}' ClientMajpntenance COsts

According © WIPR()?  a high nunber of de
Ploved PC hardware conffurations creates a camp ex
enviormment Such canp ex envijormments contripute 10
sBnificant hardware related support costs as wel] as
high sofware qualification and dePlo¥ment costs Since
PC manufacurers update and modify their rang€e of a
vaipble hardware ﬁreQuently PC Purchasing on an ad
hoc hasis wi]] inttoduce multP e and canplex configu
rtons nto the enviomment Detajled n a report spon

sored by Intell  each additiona] confi@uration nto.
duced nto a desktop enviyonment can result m a $12
increase jn Yearly support costs for every desktop PC
In additpn © this W IPRO have outlined that he aver
age support cost per PC jpicreases over ttn@ Figurez
shows the increase i support costd

Yoarty Buggmaet Loats Fer A Bangie Configur ation

b

S E

u——t‘e»n—n-—
F8 2 Shows the increase jn supportcosts over

tin e per single RC confi€uration

It has been ovn that sewer centric technology is ca
Pah e of reducng these costs?  Even wih multiPle
hardware p]atpm§ unified configuratpns can he de
Ployed through out any infrastructure Server centric
technopgY cen traljses a]| operating sYslem§ app]lica
tpons and da@ thus shifting the majority of support re-
qujrements from noda] 1o centra] W ith a thin clentde
p]oytnen’t 1t 1s Possihle to decrease the associated sup
port costs of legacy and agingPCS( Figurez) sjnce all
applration support js centra]

( 1i) Clent Life Cycle

The typica] lif exPectancy of the average PC 1S
beween three Years and five Years* Sinc’e tin cl
ents do not execute the required app jications directly
they tend to Posses a higher degree of |ife expecvancy
tpically ten Years and heyond* — This increase n [ife
expectancy s alo aded bY he fact that thin clients
have nomoving part’s such as hard d;sk§ and there
fore rarely suffer fran mechan ca] fajure

W ih he use of server centric technolog& n a
student laporatory envirormm,t it 1S Proposed that a
sav jngs of73% 0919 of IT operating costs can he
saved” ~ However in pracﬁs§ the savings is n the
range 0f510; [l as discovered w ity tye recent mstala
ton of a thin client phoraoy atDI[
32 Security Benefits

Th s section exan nes He mproved security ar
rangaments associjated with a serercentriCc environ
ment Jn particu 1a}* security concepts relating tO( )
ClientHardware ( ij ClientOPermating Systm (i)
Data A ccess and( 1'\7) V ius and M aware Progcton are
discussed
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( ) Client Hardware Security

BY the defniton outlned n Section)  thin clients
are essentially dump tm mals that Possess practcally
no functjonality wihout He partmershiP of a server. cen.
ric envirooment Thin clents are terefore less prone
o theft than PCs Tn the case of 1helft no sensitive or
business critcal data wil]l be lost dJue 10 the oPeratpnal
advantages of a server centrc canputing envijromm ent
That i’s al] the data is processed and stored at fe serv_
er Jayer and not on fe client

( i ClientOperating Systan Security

In gener] he clientopPeratng systam (0§ of a
PC requjres regular critica] and security updates This
s also rue prmany applijcations Fajlure to monjtor
and deploy such patches and service pPacks can fave an
II' nfastmcture wunermaple © maljcious attacks To
manage such a scenari’o expensijve nework security
t0]s are used to monitor and dePloy security updates
efficiently Howeve’r operatng withih a srver centric
envjrorment does not have such camp Jjcatjons assoc gt
ed with it

In a server centric envyomm en’t for exampl&e it s
not uncanmon o have {ifty clents serviced by a spgle
APP[cation Sewer or Renote Server Henc§
systan reduces fifty management nodeS( c]iem}) 0 a

such a
sfig€le management node( serve1). Such an envjon
ment 1herefor§ snifcantly reduces the risk ofmaly
cious attack and more mportan tl}’ reduces t e recovery
tine asocpted with such an atadg

( ii}' Data A ccess Securfy

A server centric soltion pranotes the deopges of
centra[sation and spgle signon (ne of the key hene
fits of centra]isation is tha,t a]] data associated wih a
busines;s whe ther non. criticayl critica] or sensitive is
centra |y s'ored( 1ogica11}j across an array of fije serv.
ers This si€nificantly increases the siplicity of data
protectpn and resoraton Data no jonger exsts at the
client [a¥er This enaples an T adm injstrator © confi
dently scure a canplete datasetw ih, the use of cent
ralised data Protction vols and data hback up utilities

In additiq,q due t0 the very nature of a server
centric 'n{rastructur,e dat accessed on a client never
transverses the nework (Only screen shot§ mouse
movements and keystrokes are exchanged heween the
clientand the server This interaction is ®Pjcally en
cryPted by a128-bitR(y aRoritim This establishes a
foundation for securing data at e point of accesk¥

( i‘j Increased V ius and M aware Protection

Majiware has becane a factof life pr jpstahout ev

ery oigan satpn with the constant risk of losmg thow
sands ormillions of Furos,ollars n productivif’y rep.
utatjon and revenue fran a single event Tahle| out
lnesworH wide costs n do]}ar§ fram si€nifcant virus

andmapware attack$®! heweenonnz and 2004,

Tah 1 An outline of world wide costs ( n do]larg
fram sgnificant virus and majpvare attacks
Date Descrpton Cost
This was the fifth worstmont 16 2—
Mayooq  on record for Viru§ wom and 19. 8
Trojan attacks Billon
Thousands of systans were hit
August . L
with he | — 2— 3 Punch of 750 Million
2003 Bser Nachiand SOBig F
January  M3¥poan sPread even faster .
_ . 4 5 Billon
2004 than SoBig€ T by amaj]

Server centrc technologes can PRY an important
ole inmanaging vius and mafvare atacks (One of the
singlemost causes of nfection s dJue 10 Perathg Ys
tans and applicatpns which have not got their current
service Packs and security updates mstalled” . As Pre
viously discussegl a thin client mfrastucture smpPlifies
Perating system patcching In addit'p{l with a server
centric SO]JtiOl;l 1t 1s Possihle to depPloy thin clients that
have Read OnlyMenories which have no hard d ks
This mPlies that any virus Propagating the nework can
notpPemanently writt fansclves no the clients oper
ating ystan Instead the vius can ony exist n the
thin clientsmenory Henc§ when a thin clent s re
pbooted the vimus s rrdiated and al]l of the thin clents
can then he Patched centra ]y and sinultaneously W ih
the use of thin C]ient§ it ® no Jonger required O Visit
each client and nstal] critica] virus remova] 0ols
3 3 DePlo¥n ent Benefits

n this secton fe dep pyment henefits are consid-
ered In particular wo deplo¥ment scenarps are exan_
inec’l ( ) Hardware Dep [oyment and( i}' Sofware De-
Ploment To chain such metric§ severa| mempers of
the Technical O ficer Saff at DIT were nervieved
These results are hased upon those NEWEVs

( ) Hardware Deplo¥m ent

Tablep details he imporant tasks required 10 a
chieve a PC depPlo¥nent in a clienthased envjrom en t
Sinilarly Table3 outlines he tasks required © achjeve
a hin client dePloyment {for a server centric oJution
These tasks are hased upon DI s oPeratjona] env jron.
ment
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Tah o Tasks Required fora ClientCentric PC DepPoyment

Process R equired Description b Comont Systows
Insa]] PC The PC is unhoxed and Physically installed
Prepare Ghost An exjsting ornew Sym antec Ghost image is £

prepared for the P Preparaton may in &
mage clude security and software updates é
DepPloy (Ghost The S¥mantec Ghost inage is depyed © 2
mage the requ jred hardware £

Thin Clent Sohstion
er fhe maging Process has camplete

Capgure pe Afer he mnagi h leed

each PC s manually or autmatcally con
Ins@]jation . . ‘ Shen

{Bured for specific user or Joca] settings

: Sampiicity of Hardware Deployment
Canm jssjon The PC ismade avajlable for usage e Hoh
F83 Time required for hardware depoyment in hoth
Tah 3 TasksRequired pra Server(Centrc a PC and a server centric envjrorment

Thin ClentDep pbYn ent

Process Required Descrp ton withe ke n the clienthased envllormen,t eg In

Insta]] Thin
C lient

The thin client is unhoxed and PhYsical
IV nstalled
Each thn client jsmanually or autanati

Verily Thin Cli cally canfigured for a specific Teminal

entC o fiuratin
Server
L The thhin client ismade avaijaple for us
Canm ;ssjon %
(§

As shown in Figure 3 when psa]lng PCs the
Technica] O fficers fee] that dePloyng the &host inage
acoounts {or60% of fe tine required © canplete the
o] ins@]lation Tt is also felt hatppyg of the tine is
spentpreparng the ghost inage To attach metrics toO
the tine required m the dePlo¥ment of thin cliem;s
¢« lke tasks Ppr a thin client dePpyment was equated
withe lke tasks in hePC evajuation ¢ g Tsta]l FC
=35y is equated with Insta]] Thin Clent Analysing
Figum3 the dePlofment ofa thin client only requjres
204 of the tmeneeded praPC mstalptin A sewver
centric solut'pgl by brief inspectiog s therepre capa
ble of offering an g0 savings i tine for hardgware de
pPlofment Thin clientdePlo¥ment s considered sinpler
10 dePloy due o he reduced nunher of steps or tasks
requjred to achjeve deplo¥ment

( i}' Software Dep Joyment

The necessary tasks required t0 depPloy sofware pn
a client hased envimommentare given in Tahleyq ke
Wis’e Table 5 sPecifies the tasks essentia] © dep by
softvare n a server hased solution The tine it takes 10
deP py softvare in hoth a client pased and server hased
solution is campared n Figureq, The tine pr he serv.
er phased enviroment was generatd by equating |ke

sta]] Sofware— 5% for the clientpased solution is
equated w 1ty Insta]] Sofware for the server hased sow
ton  As shown in Figureq  when deppying sofware
DI s client orentated infrastucture  dePloying the
ghost inage accoun forso% of he tine requed to
camplete the installaton Jt ;s also felt 1hat25% of the
tine s spent preparing the ghost inage

Tab 4 Tasks Required Ppra ClentC entric
Sofw are Depoy¥n ent

Process Required Descrp ton

The appropriate software s installed on
the mmage PC for evajuaton

Befpre software deploymen’t the oft
ware nst]laton is dhecked and verified

hsta]] Sofware

Evaluate Software

ange
Ch Pr integrity
A hard drive mage is taken in Prepara
Prepare Ghost | )
. ton for the softvare deplo¥ynent using
aj
n S¥iman tec Ghost
All RCs requiring the appropriate soft
Dep by Ghost . .
fnage ware upgrade are jmaged usng SYm an tec

Ghost
Afeer the inagng process has canple

Confgure nstal 13(’;1 each PC is manually or autanaty

latan cally conf8ured for specific user or Joca]
settings
Once he software dep oyment process is
Canm iss on canplete te PC is camm jgssponed for
operat'pril

When considering a thin client Outiomn He de
ployment of sofware only requjres 405 o’f the tine
needed for dePlodment n a clientbased soltion A
server hased soluton § therefore capahle of offering a
604 savings in tine {or sofwvare deplo¥ment
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Tah § TasksReduired fora Server(Centrc
Sofware Depo¥n ent

Process Required Descrp ton

The appropriate software s instajled on
aTem jpa] Server r evaluatian

Bepre software deployn ent the soft
ware nstallaton is checked and verified
pr ntegrity

Insta]] Software

E valuate Software
Change

DepPpy Sofware
Change

All Temina] Servers are installed w ith
the appropriate sofware padage

After the nsta]lation process has can-

Configure Instal pletegl user sessjons are conf'gured if

latan required or Pecific user or |oca] set
tings
(Once he software dep pyment process s

C am jssion camp]et§ the software padcage s made
avajlaple for users

Long Carront System

Thin Client Solution

Timet Deploy Sbware

Sipcty ofSkvars Depoymet g

F84 Tine required for sofware deploment in hoth

a PC and a server.centric envjromment

Low

Infras ruc ure Bene fits

In additon © the previously presened benefis
thin clients Provde numemus advan ages 0 the Lenera]
edJucatpna] mfrastructure such as( } the Pramotpn of
aDiverse [ eaming Envjronmen t and( i}' the Pran otion
of an Energy E fficien tCanputing Enviomment

( ) The Pranotion of a) jverse [ eamng Env jron.
ment

3.4

Due to the ranote nature Oof a server centric envyi
oment the clent desktop envijrorment may he con
sdered virtia] This § evidentsince the actua] desktop
env jrorment and app Jications do not actually execute on
the client Hmc§ a users desktop envjronment is a
vaipble acrossmultiPle Platfoms fraim anywhere at any-
tm e Essentiaﬂy a server centric sojutpn can pro
vide a userwith an on_demand streamng of ther appPli
catpns Such an envjommentmay unify the consistency

Poplan assocjated with the existih8 culture of diverse

leaming such as traditional 1ab§ e leaming and m-
leaming' A single consjstent user jnterface may he
dePloved in a]] such sjtuations

( i') The Pramotpn of an Energy E ffic entCan puw
thg Envjiorment

I today swor]d there s an inportant an Phasise on
ener®y efficient hardware {or a greener envijromment
Since thin clients have fewer canponents than }C;s
theY have a tendency to consune less power Netvoyag
er have indicated that the average PC consumes 3
W atts!! whereas thin clients as outlhed in severa]
manufacturers datasheegs consume hetveen 35  and
70 W atts Henc’e a thin client can offer a saving of
76.7/ 1088 4y On Pover consmption

4 (Concluson

Th s Paper consgers the modem dynamics of an
educatpna] [ infrastructure  In partjcu par how budget
allocatpnsmay notmeet expected operatpna] require
ments and herefore ntroduces the need © deploy effi
cient and pnovatjve I envjronments Thin client tech
nojogy has peen identified as such an enapler

Ths mnvestigatpn outlined thatwith the mplemen
fatjon of a server centric canputng solut'pp sgnifecant
cost efficiencies are ach gvaple such as a51y; costsav.
ngs i a lah deployment In additon © effeient acqui
sitjon oos*§ a server centric sojution alo offers savings
nmany otherareasw ih n the IT and business proces§
for exaane dePloyment managaneqt securty man
aganentand data protection managemen t

Due t0 the¢ ranote nature of a server centric de
ploymen"[ 1t 18 suested hat a thin client sojutjon can
offer an enhancement © a modem educatpona] env jron
ment Jn particu}a’r it has peen found that a server
based technology such as Tem inalService§ 1S capa
ble of add hg dePth and dimension 0 m_ 1eaning par.
teularly in relation t©0 sofware hased engineering laho
ratories uch as programm ng and sinujation
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