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Abstract:Giventoday'sdynamicandfastpacedworldofInformationTechnology(IT), ithasbecomemorechallengingforanITman-

agertoprovidestudentswiththemostflexibleandinnovativelearningenvironment.Therequirementtoprovidethesefacilitiesmustbe

balancedagainstconstraintssuchascapitalspendingwithinbudgets, maintenancecostsandstaffingissues.Thispaperdiscusseshowa

server-centricITsolution, suchasthinclients, iscapableofmeetingthesedemandsinamoreefficientmannerparticularlyinrelation

toFinancialManagement, InfrastructureManagementandSecurityManagement.Theflexibilityandefficiencyofserver-centrictechnol-

ogyasaneducationtoolisoverviewedasexperiencedbyseveraldepartmentswithintheDublinInstituteofTechnology.
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1　Introduction

TherequirementtoprovideaneffectiveInforma-
tionSystemcreatesanumberofissuesforthirdlevel
institutions.Inthemoderncomputingenvironment,
studentsandstaffexpectfirstratefacilitateswithlead-
ingedgetechnologies.Thisisespeciallythecasefor
technologyorientatedSchoolsandFacilities.There-
quirementtoprovidethesefacilitiesmustbebalanced
againstconstraintssuchascapitalspendingwithin
budgets, maintenancecostsandstaffingissues.

Regardlessofdepartment, staffandstudentsinthe
DublinInstituteofTechnology(DIT) expecttoaccess
anincreasinglydiverseandsophisticatedsetofsoftware
applicationsinastableandreliableenvironment.A-
gainstthebackgroundofincreasingstudentnumbers,
thedesignofanewInformationSystem(IS) mustalso
havetheflexibilitytoofferasinglepointofauthentica-
tion, centralnetworkstorageandbescalabletosupport
futuregrowth.

Todifferentdegrees, thinclientsandserver-cen-
trictechnologiesaddresstheseissuesandrequirements.
Thinclienttechnologycanoffertoreducemanagement,
supportandmaintenancecostswhilealsoenablingaro-
bustenvironmentwithhighperformanceandavailabili-
ty
[ 1]
.Addedtothisaretheextrabenefitsofmultiplat-

formaccessfromanyplatformandanenhanceduser
experience

[ 1]
.

2 　 Overview ofthin clientsand
server-centrictechnology

Itisbeneficialtobeginthispaperbydefiningthe
termsthinclientandtheconceptofserver-centriccom-
puting.

Aserver-centriccomputingmodelisastyleofnet-
workedcomputerenvironmentwhichallowsforapplica-
tionsanddatatobecentralisedandremotelyaccessed
byauser

[ 2]
.

Inaserver-centricarchitecture, themajorityof
processingactivitiestakeplaceonaremoteserver.All
applicationsareexecutedfromthisremoteserverand
dataiscentrallystored.Theprimaryfunctionofathin
clientistointerfacebetweentheuserandtheremote
server.Thatisscreen, mouseandkeyboardinterac-
tion.Therefore, athinclientisanydisklessterminal
connectedoveranetworktoaremoteserver, whichit
reliesonforapplicationsanddata

[ 3]
.Abasicthincli-

ent/server-centricsystemisoutlinedinFigure1.
TerminalServicesisaserver-centricarchitecture

developedanddistributedbytheMicrosoftCorporation.
TheTerminalServerisaninstallablecomponentforthe
WindowsServerFamilywhichhastheabilitytoprovide
userswithcentralisedapplicationsandacentralised
WindowsUserInterface

[ 3]
.Todate, TerminalServices

hasbeendeployedthrough-outtheDublinInstituteof
Technologybyseveraldepartmentstoevaluatetheben-
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Fig.1　Showsthetypicallayoutofabasic

server-centricinfrastructure

efitsanddisadvantagesintheuseofthinclients.

3　Benefitsofthinclientsandserver-
centrictechnology
Thissectionsummarisesthemoresignificantad-

vantagesofaserver-centricenvironment, withparticu-
larattentiongiventoFinancialBenefits, SecurityBene-
fits, DeploymentBenefitsandInfrastructureBenefits.
3.1　FinancialBenefits

Inthissectionthefinancialbenefitsofathinclient
/ server-centricenvironmentareconsidered.Thisdis-
cussionisformedunderthecategoriesof(i) ClientAc-
quisitionCosts, ( ii) ClientMaintenanceCostsand
(iii) theClientlifeCycle.

(i) ClientAcquisitionCosts
Theacquisitioncostofathinclientissignificantly

lowerthanthecostofaPC.Thisisbecausethinclients
lackonboardmemoryandstorageandarelesscomplex
thanPCs

[ 4]
.Forexample, atypicalcostofathincli-

entis400 (includingmonitor, keyboardandmouse) ,
whichis53% morecostefficientthanDIT'stendered
standardPCbuild.However, acquisitioncostsonly
playaminorrole.StudiesbyGartnerInc.showthat
nearly80%oftotalITcostsoccurafterthepurchaseof
theunit.NearlyhalfofthesecostslieoutsidetheIT
department'sbudget

[ 5]
.

(ii) ClientMaintenanceCosts
AccordingtoWIPRO

[ 6]
, ahighnumberofde-

ployedPChardwareconfigurationscreatesacomplex
environment.Suchcomplexenvironmentscontributeto
significanthardwarerelatedsupportcostsaswellas
highsoftwarequalificationanddeploymentcosts.Since
PCmanufacturersupdateandmodifytheirrangeofa-
vailablehardwarefrequently, PCpurchasingonanad-
hocbasiswillintroducemultipleandcomplexconfigu-
rationsintotheenvironment.Detailedinareportspon-

soredbyIntel
[ 6]

, eachadditionalconfigurationintro-
ducedintoadesktopenvironmentcanresultina＄12
increaseinyearlysupportcostsforeverydesktopPC.
Inadditiontothis, WIPROhaveoutlinedthattheaver-
agesupportcostperPCincreasesovertime.Figure2

showstheincreaseinsupportcost
[ 6]
.

Fig.2　Showstheincreaseinsupportcostsover

timepersinglePCconfiguration

Ithasbeenshownthatserver-centrictechnologyisca-
pableofreducingthesecosts

[ 7]
.Evenwithmultiple

hardwareplatforms, unifiedconfigurationscanbede-
ployedthrough-outanyinfrastructure.Server-centric
technologycentralisesalloperatingsystems, applica-
tionsanddata, thusshiftingthemajorityofsupportre-
quirementsfromnodaltocentral.Withathinclientde-
ployment, itispossibletodecreasetheassociatedsup-
portcostsoflegacyandagingPCs(Figure2) sinceall
applicationsupportiscentral.

(iii) ClientLifeCycle
ThetypicallifeexpectancyoftheaveragePCis

betweenthreeyearsandfiveyears
[ 4]
.Since, thincli-

entsdonotexecutetherequiredapplicationsdirectly
theytendtopossesahigherdegreeoflifeexpectancy,
typicallytenyearsandbeyond

[ 4]
.Thisincreaseinlife

expectancyisalsoaidedbythefactthatthinclients
havenomovingparts, suchasharddisks, andthere-
forerarelysufferfrommechanicalfailure.

Withtheuseofserver-centrictechnologyina
studentlaboratoryenvironment, itisproposedthata
savingsof73% to91% ofIToperatingcostscanbe
saved

[ 7]
.Howeverinpractise, thesavingsisinthe

rangeof51%
[ 1]
asdiscoveredwiththerecentinstalla-

tionofathinclientlaboratoryatDIT.
3.2　 SecurityBenefits

Thissectionexaminestheimprovedsecurityar-
rangementsassociatedwithaserver-centricenviron-
ment.Inparticular, securityconceptsrelatingto(i)
ClientHardware, (ii) ClientOperatingSystem, (iii)
DataAccessand(iv) VirusandMalwareProtectionare
discussed.
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(i) ClientHardwareSecurity
BythedefinitionoutlinedinSection2, thinclients

areessentiallydumbterminalsthatpossesspractically
nofunctionalitywithoutthepartnershipofaserver-cen-
tricenvironment.Thinclientsarethereforelessprone
totheftthanPCs.Inthecaseoftheft, nosensitiveor
businesscriticaldatawillbelostduetotheoperational
advantagesofaserver-centriccomputingenvironment.
Thatis, allthedataisprocessedandstoredattheserv-
er-layerandnotontheclient.

(ii) ClientOperatingSystemSecurity
Ingeneral, theclientoperatingsystem (OS) ofa

PCrequiresregularcriticalandsecurityupdates.This
isalsotrueformanyapplications.Failuretomonitor
anddeploysuchpatchesandservicepackscanleavean
ITinfrastructurevulnerabletomaliciousattacks.To
managesuchascenario, expensivenetworksecurity
toolsareusedtomonitoranddeploysecurityupdates
efficiently.However, operatingwithinaserver-centric
environmentdoesnothavesuchcomplicationsassociat-
edwithit.

Inaserver-centricenvironment, forexample, itis
notuncommontohavefiftyclientsservicedbyasingle
ApplicationServerorRemoteServer.Hence, sucha
systemreducesfiftymanagementnodes(clients) toa
singlemanagementnode(server).Suchanenviron-
ment, therefore, significantlyreducestheriskofmali-
ciousattackandmoreimportantly, reducestherecovery
timeassociatedwithsuchanattack.

(iii) DataAccessSecurity
Aserver-centricsolutionpromotestheideologiesof

centralisationandsinglesign-on.Oneofthekeybene-
fitsofcentralisationisthat, alldataassociatedwitha
business, whethernon-critical, criticalorsensitiveis
centrallystored(logically) acrossanarrayoffileserv-
ers.Thissignificantlyincreasesthesimplicityofdata
protectionandrestoration.Datanolongerexistsatthe
client-layer.ThisenablesanITadministratortoconfi-
dentlysecureacompletedata-setwiththeuseofcent-
raliseddataprotectiontoolsanddataback-uputilities.

Inaddition, duetotheverynatureofaserver-
centricinfrastructure, dataaccessedonaclientnever
transversesthenetwork.Onlyscreenshots, mouse
movementsandkeystrokesareexchangedbetweenthe
clientandtheserver.Thisinteractionistypicallyen-
cryptedbya128-bitRC4 algorithm.Thisestablishesa
foundationforsecuringdataatthepointofaccess

[ 8]
.

(iv) IncreasedVirusandMalwareProtection
Malwarehasbecomeafactoflifeforjustaboutev-

eryorganisationwiththeconstantriskoflosingthou-
sandsormillionsofEuros/Dollarsinproductivity, rep-
utationandrevenuefromasingleevent.Table1 out-
linesworldwidecosts, indollars, fromsignificantvirus
andmalwareattacks

[ 8]
between2003 and2004.

Tab.1　Anoutlineofworldwidecosts(indollars)

fromsignificantvirusandmalwareattacks

Date Description Cost

May2004

Thiswasthefifthworstmonth

onrecordforvirus, wormand
Trojanattacks.

16.2-

19.8
Billion

August
2003

Thousandsofsystemswerehit

withthe1 -2 -3 punchof
Blaster, NachiandSoBig.F.

750 Million

January

2004

MyDoom spreadevenfaster

thanSoBig.Fbyemail.
4.5Billion

Server-centrictechnologiescanplayanimportant
roleinmanagingvirusandmalwareattacks.Oneofthe
singlemostcausesofinfectionisduetooperatingsys-
temsandapplicationswhichhavenotgottheircurrent
servicepacksandsecurityupdatesinstalled

[ 9]
.Aspre-

viouslydiscussed, athin-clientinfrastructuresimplifies
operatingsystempatching.Inaddition, withaserver-
centricsolution, itispossibletodeploythinclientsthat
haveRead-Only-Memorieswhichhavenoharddisks.
Thisimpliesthatanyviruspropagatingthenetworkcan
notpermanentlywritethemselvesintotheclient'soper-
atingsystem.Instead, theviruscanonlyexistinthe
thinclient'smemory.Hence, whenathinclientisre-
bootedthevirusisirradiatedandallofthethinclients
canthenbepatchedcentrallyandsimultaneously.With
theuseofthinclients, itisnolongerrequiredtovisit
eachclientandinstallcriticalvirusremovaltools.
3.3　DeploymentBenefits

Inthissectionthedeploymentbenefitsareconsid-
ered.Inparticulartwodeploymentscenariosareexam-
ined, (i) HardwareDeploymentand(ii) SoftwareDe-
ployment.Toobtainsuchmetrics, severalmembersof
theTechnicalOfficerStaffatDITwereinterviewed.
Theseresultsarebaseduponthoseinterviews.

(i) HardwareDeployment
Table2 detailstheimportanttasksrequiredtoa-

chieveaPCdeploymentinaclient-basedenvironment.
Similarly, Table3outlinesthetasksrequiredtoachieve
athinclientdeploymentforaserver-centricsolution.
ThesetasksarebaseduponDIT'soperationalenviron-
ment.
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Tab.2　TasksRequiredforaClient-CentricPCDeployment

ProcessRequired Description

InstallPC ThePCisunboxedandphysicallyinstalled.

PrepareGhost

Image

AnexistingornewSymantecGhostimageis
preparedforthePC.Preparationmayin-

cludesecurityandsoftwareupdates.

Deploy Ghost

Image

TheSymantecGhostimageisdeployedto

therequiredhardware.

Configure PC

Installation

Aftertheimagingprocesshascompleted,

eachPCismanuallyorautomaticallycon-
figuredforspecificuserorlocalsettings.

Commission ThePCismadeavailableforusage.

Tab.3　TasksRequiredforaServer-Centric
ThinClientDeployment

ProcessRequired Description

InstallThin

Client

Thethinclientisunboxedandphysical-

lyinstalled.

VerifyThinCli-

entConfiguration

Eachthinclientismanuallyorautomati-
callyconfiguredforaspecificTerminal

Server.

Commission
Thethinclientismadeavailableforus-
age.

AsshowninFigure3, wheninstallingPCsthe
TechnicalOfficersfeelthatdeployingtheghostimage
accountsfor60% ofthetimerequiredtocompletethe
totalinstallation.Itisalsofeltthat20% ofthetimeis
spentpreparingtheghostimage.Toattachmetricsto
thetimerequiredinthedeploymentofthinclients,
`like' tasksforathinclientdeploymentwasequated
with`like' tasksinthePCevaluation, e.g.InstallPC
=5% isequatedwithInstallThinClient.Analysing
Figure3, thedeploymentofathinclientonlyrequires
20% ofthetimeneededforaPCinstallation.Aserver-
centricsolution, bybriefinspection, isthereforecapa-
bleofofferingan80% savingsintimeforhardwarede-
ployment.Thinclientdeploymentisconsideredsimpler
todeployduetothereducednumberofstepsortasks
requiredtoachievedeployment.

(ii) SoftwareDeployment
Thenecessarytasksrequiredtodeploysoftwarein

aclient-basedenvironmentaregiveninTable4.Like-
wise, Table5 specifiesthetasksessentialtodeploy
softwareinaserver-basedsolution.Thetimeittakesto
deploysoftwareinbothaclient-basedandserver-based
solutioniscomparedinFigure4.Thetimefortheserv-

Fig.3　Timerequiredforhardwaredeploymentinboth

aPCandaserver-centricenvironment.

er-basedenvironmentwasgeneratedbyequating̀ like'

with`like' intheclient-basedenvironment, e.g.In-
stallSoftware=5% fortheclient-basedsolutionis
equatedwithInstallSoftwarefortheserver-basedsolu-
tion.AsshowninFigure4, whendeployingsoftwarein
DIT'sclientorientatedinfrastructure, deployingthe
ghostimageaccountsfor50% ofthetimerequiredto
completetheinstallation.Itisalsofeltthat25% ofthe
timeisspentpreparingtheghostimage.

Tab.4　TasksRequiredforaClient-Centric

SoftwareDeployment

ProcessRequired Description

InstallSoftware
Theappropriatesoftwareisinstalledon
theimagePCforevaluation.

EvaluateSoftware
Change

Beforesoftwaredeployment, thesoft-

wareinstallationischeckedandverified
forintegrity.

Prepare Ghost
Image

Aharddriveimageistakeninprepara-

tionforthesoftwaredeploymentusing
SymantecGhost.

DeployGhost
Image

AllPCsrequiringtheappropriatesoft-

wareupgradeareimagedusingSymantec

Ghost.

ConfigureInstal-
lation

Aftertheimagingprocesshascomple-

ted, eachPCismanuallyorautomati-
callyconfiguredforspecificuserorlocal

settings.

Commission

Oncethesoftwaredeploymentprocessis

complete, thePCiscommissionedfor
operation.

Whenconsideringathinclientsolution, thede-
ploymentofsoftwareonlyrequires40% ofthetime
neededfordeploymentinaclient-basedsolution.A
server-basedsolutionisthereforecapableofofferinga
60% savingsintimeforsoftwaredeployment.
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Tab.5　TasksRequiredforaServer-Centric

SoftwareDeployment

ProcessRequired Description

InstallSoftware
Theappropriatesoftwareisinstalledon

aTerminalServerforevaluation.

EvaluateSoftware
Change

Beforesoftwaredeployment, thesoft-

wareinstallationischeckedandverified
forintegrity.

Deploy Software
Change

AllTerminalServersareinstalledwith
theappropriatesoftwarepackage.

ConfigureInstal-
lation

Aftertheinstallationprocesshascom-

pleted, usersessionsareconfigured, if
required, forspecificuserorlocalset-

tings.

Commission
Oncethesoftwaredeploymentprocessis
complete, thesoftwarepackageismade

availableforusers.

Fig.4　Timerequiredforsoftwaredeploymentinboth

aPCandaserver-centricenvironment

3.4 　InfrastructureBenefits
Inadditiontothepreviouslypresentedbenefits,

thinclientsprovidenumerousadvantagestothegeneral
educationalinfrastructuresuchas(i) thePromotionof
aDiverseLearningEnvironmentand(ii) thePromotion
ofanEnergyEfficientComputingEnvironment.

(i) ThePromotionofaDiverseLearningEnviron-
ment

Duetotheremotenatureofaserver-centricenvi-
ronment, theclientdesktopenvironmentmaybecon-
sideredvirtual.Thisisevidentsincetheactualdesktop
environmentandapplicationsdonotactuallyexecuteon
theclient.Hence, auser'sdesktopenvironmentisa-

vailableacrossmultipleplatformsfromanywhereatany-
time

[ 10]
.Essentially, aserver-centricsolutioncanpro-

videauserwithanon-demandstreamingoftheirappli-
cations.Suchanenvironmentmayunifytheconsistency

problemassociatedwiththeexistingcultureofdiverse

learningsuchastraditionallabs, e-learningandm-
learning

[ 10]
.Asingleconsistentuserinterfacemaybe

deployedinallsuchsituations.
(ii) ThePromotionofanEnergyEfficientCompu-

tingEnvironment
Intoday'sworldthereisanimportantemphasiseon

energyefficienthardwareforagreenerenvironment.
SincethinclientshavefewercomponentsthanPCs,
theyhaveatendencytoconsumelesspower.Netvoyag-
erhaveindicatedthattheaveragePCconsumes300

Watts
[ 11]
whereasthinclients, asoutlinedinseveral

manufacturers' datasheets, consumebetween35 and
70 Watts.Hence, athinclientcanofferasavingof
76.7% to88.4% onpowerconsumption.

4　Conclusion

Thispaperconsidersthemoderndynamicsofan
educationalITinfrastructure.Inparticular, howbudget
allocationsmaynotmeetexpectedoperationalrequire-
mentsandthereforeintroducestheneedtodeployeffi-
cientandinnovativeITenvironments.Thinclienttech-
nologyhasbeenidentifiedassuchanenabler.

Thisinvestigationoutlinedthatwiththeimplemen-
tationofaserver-centriccomputingsolution, significant
costefficienciesareachievablesuchasa51% costsav-
ingsinalabdeployment.Inadditiontoefficientacqui-
sitioncosts, aserver-centricsolutionalsoofferssavings
inmanyotherareaswithintheITandbusinessprocess,
forexample, deploymentmanagement, securityman-
agementanddataprotectionmanagement.

Duetothè remote' natureofaserver-centricde-
ployment, itissuggestedthatathinclientsolutioncan
offeranenhancementtoamoderneducationalenviron-
ment.Inparticular, ithasbeenfoundthataserver-
basedtechnology, suchasTerminalServices, iscapa-
bleofaddingdepthanddimensiontom-leaning, par-
ticularlyinrelationtosoftwarebasedengineeringlabo-
ratoriessuchasprogrammingandsimulation.
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