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Differential Attack on 22-Round SMS4 Block Cipher
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Abstract:” SMS4 is a 128-bit block cipher used in WAPI, the Chinese WLAN national standard. A new
18-round differential characteristic of SMS4 is presented, basing on which the 22-round SMS4 is at-
tacked. The attack requires 2" chosen plaintexts, 2""” bytes of memory and 2' 22-round encryptions.
And the attack is the best differential cryptanalytic result on SM34.
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