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Abstract; Combining characterics of fingerprint identification with digital watermarking technology, a
novel identity authentication protocol is proposed in the framework of public key infrastructure (PKI) net-
work security theory. By the interactive data process, the protocol can fully achieve important perform-
ances of the security and authenticity for user key and fingerprint information, and can safely resist for the
two common attacks of Stolen-verifier and Replay, therefore the protocol can apply for identity authentica-
tion system in network e-commerce environment.
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Fig. 1 System model of network identity authentication

based on fingerprint watermarking
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Fig. 2 The physical building platform of the

identity authentication system
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