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Scanned Image Source Identification Based on Interpolation Detection
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Abstract: Since scanned images are not generated by CFA process, a part of researchers have studied
scanned image forensic around sensor pattern noise. A method is proposed to contain the statistical fea-
tures of the noise image and features derived from EM algorithm for the authenticity of the scanned image.
This method generates a total of 63 dimensional feature classified by SVM. By analyzing the evidence ef-
fectives and testing a large number of images, the work results show that although scanned images is not
generated with CFA process, scanned images also has experienced interpolation on its Fourier spectrum

map. Moreover, for the purpose of distinguish between scanned images and other images (CG, DG),
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this method achieves the desired results.
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Fig. 1 The principle of scanner
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Fig. 3 The flow chart of the EM algorithm
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Table 1 ~ Scanner image database

s R ARUGER R PN
CanoScan 500F 2480 x3 507 80 1024 x1 024
AvisonFB2100_ A 2441 x2797 80 1024 x1 024
Ben(Q 5800 3259 x2487 100 1024 x1 024
Canon DR -7580 2176 x1 680 100 1024 x1 024
HP Scanjet G4050 2 256 x1 632 60 1024 x1 024
Epson Perfection
V330
7 CanoScan 9000F 3 510 x2 482 100 1024 x1 024
AR
N
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Table 2 Digital image database

G BRI ARURER Ko PNAN
1 NIKON D300 4 288 x2 848 150 1024 x1 024
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2176 x1 704 60 1024 x1 024
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DMC - FZ30

4 SONY DSC S800
5 CANON EOS 600D 1600 x1 200 110
6 OLYMPUS VR -310 2364 x1 564 100
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2048 x1 536 110 1024 x1 024
1 024 x1 024
1024 x1 024
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Table 3 Scanned image source identification ROC curve parameter
KR g kR
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R e % % %

SGvs.CG  91.79 11.11 5.31 0.9585
EM-48D SGvs.DG  93.96 9.18 2.90 0.9808
SGvs. MG 91.30 11.58 5.80 0.9750
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SGvs. MG 94.72  7.71 5.85 0.9758
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Fig. 5 Scanned image source identification ROC curve
(a) Proposed Synthesis algorithm
(b) Khannat algorithm [4]; (c) Gou’s algorithm [5]
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Table 4 The accuracy of the EM algorithm with a different N

N 25 K/ % TP /% TN/% AUC
SG vs. CG 91.79 93.72 89.86 0.963 4
3 SG vs. DG 93.96 92.75 95.17 0.980 9
SG vs. MG 91.30 88.41 94.21 0.9617
SG vs. CG 89. 85 94.20 85.51 0.9605
4 SG vs. DG 91.54 89.85 93.24 0.9672
SG vs. MG 89. 61 90.82  88.41 0.956 8
SG vs. CG 88.33 83.81 92.86 0.944 1
5 SG vs. DG 90. 24 89.52 1 90.95 0.9595
SG vs. MG 89.29 91.43 87.14 0.9518
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Fig. 6  Stability of M - fold cross validation
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Table 5 ROC curve parameter by SG and CG

KEEFNAN Kl &/ % TP/ % TN/ % AUC

1 024 x1 024 93.96 91.79 96.14  0.971 8
512 x512 94.20 90. 82 97.58 0.979 3
256 x 256 92.51 92.75 92.27 0.973 5
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